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data SECURITY AND PRIVACY AT COLLEGES AND UNIVERSITIES 

1. Introduction


Colleges and universities collect personal information from a diverse group of sources including applicants, students, faculty, staff and alumni.  The personal data collected at colleges and universities expands well beyond the four walls of the school however, and includes unaffiliated individuals who use credit cards to purchase items from school stores, sports fans who buy tickets to see games involving the school and even employees of a business who are the subjects of a study being conducted by a research university.  The sheer amount of personal data gathered from such a broad spectrum of categories creates unique challenges for institutions of higher learning.  One chief privacy and security officer at a major university recently addressed the conglomeration of personal data and stated:  "[t]he typical academic network is a maelstrom of collaborative activities that generally preclude the kind of restrictions that a corporate network would impose."
   


Colleges and universities have come a long way from the days of posting grades with a student's social security number and using a social security number as a primary identifier of students.  The stark reality remains, however, that the "maelstrom" of personal data often lacks adequate safeguards.  As a result of the lack of safeguards colleges and universities seem to be in the news on a regular basis dealing with the public relations' crisis that comes with disclosing a data security intrusion.  A look at reported data leaks since September 1, 2008, confirms this fundamental premise -- data breaches at universities and colleges occur at an alarmingly high rate.  In fact, it is readily apparent that academia has one of the highest frequencies of reported data security breaches compared to other sectors.
  During the nine months between September 2008 through March 2009, colleges and universities had more reported data security incidents by an almost four to one ratio than the area with the second highest number of breaches (hospitals and health care facilities).
  As further evidence of the susceptibility of academia to data breaches, one recent survey concluded that 58 % of higher education institutions had experienced at least one security incident in the last year.
  Another commentator noted that one third of the reported security breaches in 2008 occurred at universities and colleges.


Despite the glaring problems that plague maintaining and protecting personal data at universities and colleges, much of academia still lags significantly behind corporate America in connection with the implementation of sound data security practices such as appointing privacy and security officers.
  By way of further example, a recent survey of over two hundred and thirty top ranked doctoral universities and national liberal arts colleges found that only 27.5 % of the schools had privacy notices linked from their home web pages, even though all of the schools surveyed engaged in practices that could potentially expose personal information.
  Other schools simply have not integrated their security and privacy policies and have a number of different policies that apply to different sectors.  While imposing "corporate restrictions" may not be feasible in all instances, applying a business approach to establishing a protected network should be a top priority.


Through this article we look at some of the recent data security incidents that have impacted academia, the root causes of those incidents, the current legal and regulatory framework applicable to colleges and universities' procedures for protecting personal information and suggested improvements designed to develop stronger data security practices. 

(a) The Headlines


From September 1, 2008 through March 18, 2009, there were 38 reported incidents of data security leaks at both large and small colleges and universities.
  The incidents involve the personal data of more than a half a million admission applicants, students faculty, alumni, staff and, in one case, clients of a law clinic run by a prominent law school. 


The incidents can be broken down into at least the following three categories: (1) theft of equipment, e.g, laptops, that contained personal data such as Social Security Numbers ("SSNs"); (2) unauthorized access caused by human error; and (3) hackers.  Set forth below is a summary of these recent data security events.

TABLE I

THEFT OF EQUIPMENT

	College or University Affected

	Description

	University of Pittsburgh
(Pittsburgh, PA), Tennessee State University (Nashville, TN); Harvard Law School (Cambridge, MA); University of North Dakota Alumni Association (Grand Forks, ND): Austin Peay University (Clarksville, TN), Ohio University-Chillicothe (Chillicothe, OH);  Weber State University (Ogden, UT); University of West Georgia

(Carrollton, GA); Del Mar College (Del Mar, CA); University of Toledo (Toledo, OH); Oregon Health & Science University (Portland, OR); University of Oregon (Eugene, OR); Southwestern Oregon Community College (Coos Bay, OR)
	Stolen laptops, flash drives, hard drives, computer tapes and computers containing personal information 




TABLE II

HUMAN ERROR

	College or University Affected

	Description

	Ivy Tech Community College
(Bloomington, IN); Marshall University

(Charleston, WV);Sonoma State University
(Sonoma, CA); Southwest Mississippi Community College (Summit, MS); Texas A&M University (Corpus Christi, TX); Sinclair Community College (Dayton, OH)
Cal Poly Pomona (Pomona, CA); University of North Carolina (Greensboro, NC); Ohio State University (Columbus, OH); Missouri State University (Springfield, MO); Kansas State University (Manhattan, KS); Ball State University (Muncie, IN); Purdue University (West Lafayette, IN); Broome Community College (Binghamton, NY); University of Florida (Gainesville, FL); Binghamton University (Binghamton, NY)
	careless security protocols for use of SSNs which permitted unauthorized access, improper use of internal file sharing system, inadvertently forwarding email with SSN's attached; mailing error; failure to adequately secure payment information 


TABLE III

HACKERS/MALICIOUS SOFTWARE

	College or University Affected

	Description

	University of Iowa College of Engineering
(Iowa City, IA); Texas A&M University (College Station, TX); University of Indianapolis (Indianapolis, IN); University of Florida (Gainesville, FL); University of Alabama (Tuscaloosa, AL); University of Florida (Gainesville, FL); Western Oklahoma State College (Altus, OK); University of Rochester (Rochester, NY); University of North Carolina School of the Arts (Winston-Salem, NC)
	hackers; installation of malware; virus


2. Leading Causes of Unauthorized Access to Personal Data in Higher Education

The primary cause of the security incidents involving the theft of computer equipment identified in Table I arises from the failure to properly secure the equipment and the data stored inside.  For example, the incidents at the University of Pittsburgh, Tennessee State, the University of North Dakota and Austin Peay University all involved unencrypted personal data stored on computers, laptops or flash drives.  Had the data been encrypted these thefts, which were likely for the hardware, as opposed to the data on the hardware, would not have required any notice under most applicable state laws.  


Careless handling of personal information arising from either negligence or human error caused many of the incidents described in Table II.  For example, at Ohio State University, the personal information of approximately 18,000 current and former students enrolled in the student health insurance plan was mistakenly stored on a server accessible to the general public.  According to the Ohio State website "FAQ's" regarding the incident, the leak happened because an "employee working for the company hired to print your OSU Insurance ID card failed to clear the information from his computer. The employee has been using the same computer as a web server, which enabled files to be accessed.  Stringent security precautions were written into the contracts with insurance company and the vendor who printed the cards, but unfortunately, those security provisions were not followed."


University personnel and third party vendors who use, access or share personal information must be held accountable for improper or careless use of data.  Adherence to information security policies must be a prominent part of each individual's role at the college or university.  Failure to adhere to polices is a common theme in both the theft of equipment and human error categories.  By way of example, the University of Pittsburgh policy regarding storing personal data on laptops was ignored in the stolen laptop incident.
  Similarly, had the vendor and insurance company involved in the Ohio State incident followed the security precautions in their contract the incident would not have taken place.  Only by increasing accountability will the "laissez-faire"
 attitude to data collection and retention be addressed and better controlled.  Training and regular audits are essential to accomplishing this goal.


The remaining incidents highlighted in Table III above appear to be caused by hackers who in some instances gained access through security holes inadvertently left open by staff or who determined a methodology for gaining unauthorized access.  Colleges and universities are known for their open atmosphere which encourage free access to large portals of information.  Students want easy access to information regarding classes.  Faculty wants to be able to share research and post assignments and grades online.  This culture of openness and convenience is precisely what makes hackers so focused on colleges and universities--schools are an easy mark not subject to the same stringent regulations that applies to the industries like the financial sector.


In addition, there is the allure of proving vulnerability at a particular institution.  For example, an individual accused of hacking into the University of Southern California's admission's system said he was only trying to prove the system was "vulnerable."
  In fact the chief of information security at USC noted that the USC system is scanned by hackers 500,000 times a day.
  While it is unrealistic to believe that hacking attempts can be completely stopped, systems can certainly be implemented to reduce the risk of incursions.


Another factor that contributes to the data security incidents discussed above is the absence of adequate resources dedicated to maintaining privacy and establishing security protocols.  Cutting or reducing funds allocated for data security may seem to be an easy decision at the time.  The ramifications of approaching data security "on the cheap" can be devastating.  Better to devote the resources up front then have to pay the reputational and financial costs associated with a data security incident. 


Because of the variety of different groups impacted by data security practices there is a need for a full institutional commitment to data privacy.  As part of this commitment a consistent, unified message must be sent across the entire institution in order to effectively communicative security initiatives and policies.  Colleges and universities need to be proactive and take steps to protect personal data by developing consistent data security protocols applied across the board to all.

3. Laws Impacting Privacy Practices at Colleges ad Universities


One of the biggest challenges facing any college or university is developing a full understanding of the regulatory framework that impacts personal information maintained by institutions of higher learning.  Set forth below is a brief summary of some of the more significant laws and regulations that academia must consider and the types of data that is covered under the applicable law.

(a) FERPA

The Family Educational Rights and Privacy Act of 1974 ("FERPA") protects the privacy of certain student educational records and regulates accessibility of student records.
 FERPA requires prior consent in order for an academic institution to disclose personally identifiable student information  (not including "directory information”) from education records.  Examples of student records covered under FERPA include disciplinary reports, transcripts, attendance records and records with SSNs.

On December 9, 2008, the Department of Education issued final rules under FERPA which, among other things, prohibited disclosure of a student SSNs as directory information and expanded the definition of “personally identifiable information” to include biometric data.  

Another significant development in the December 2008 FERPA rules is the requirement that outside vendors who access student information covered by FERPA must be under the "direct control" of the academic institution.  The Department of Education  recommends building FERPA compliance into the underlying agreements between the university and third parties.

(b) HIPAA

The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) implements standards to protect identifiable health information and is administered by the United States Department of Health and Human Services.  A "covered entity" under HIPAA is an organization that provides health care services and engages in one or more covered electronic transactions.  University functions that are covered under HIPAA because they use and transfer PHI (protected health information) include: (i) group health plans; (ii) student health plans; (iii) training of health care professionals, e.g. medical schools, nursing schools, etc; and (iv) even fundraising to the extent that donor data is beyond limited demographic information.

(c) GLBA

The Gramm-Leach-Bliley Act (also known as the Financial Modernization Act of 1999, or “GLBA”), provides protection for consumers’ personal financial information that is held by financial institutions.  Because they distribute financial aid colleges and universities are subject to the  GLBA.  In 2003, the Federal Trade Commission confirmed that higher education institutions are considered financial institutions under GLBA.
  Colleges and universities that already comply with FERPA are deemed to be in compliance with FTC privacy rules under the GLBA.

(d) FACTA/RED FLAGS

The Fair and Accurate Credit Transactions Act of 2003 (“FACTA”) amends the Fair Credit Reporting Act to, among other things, prevent identity theft and improve the use of, and consumer access to, credit information.  

Under the Red Flags rules effective on May 1, 2009, financial institutions and creditors, which include colleges and universities, must have identity theft prevention programs that will detect, and respond to patterns, practices, or specific activities that could indicate identity theft.  Examples of activities engaged in by universities that trigger FACTA coverage include students who make purchases with ID cards or credit cards at school book stores or health clinics and students who use university issued debit cards to purchase food or books.

(e) CAN SPAM
In 2003, Congress enacted the Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act to curb spam emails. The FCC’s ban on sending unwanted e-mail messages to wireless devices applies to all “commercial messages.” which are defined as messages "for which the primary purpose is to advertise or promote a commercial product or service."
  Arguably emails sent from a college or university advertising a particular event could fall under the CAN-SPAM restrictions.

(f) STATE BREACH NOTICE LAWS

The central premise of the 44 current state laws addressing data security breach notice rules is to assure prompt awareness of unauthorized access to sensitive personal information like SSNs.  The fundamental premise of each law is to require notice to state residents when there has been a security breach in which such information was accessed, or reasonably believed to have been accessed, without authorization.  Colleges and universities are plainly subject to the notice requirements and face the additional burden of compliance with the laws of multiple states to the extent their student body resides in multiple states.  

(g) STATE SSN LAWS

39 states currently have laws that seek to protect and regulate the use of SSNs.  Colleges and universities are not exempt from the requirements of these laws.  Accordingly, academia must ensure that, among other things, the school does not publically post an individual’s SSN; or print an SSN on any access card or require transmission of SSNs over the Internet without encryption or a secure connection; or require use of an SSN to access a website; or print an individual’s SSN on any mailed materials.   

(h) OTHER

Colleges and universities need to be aware of PCIDSS standards governing credit card transactions, as well as state laws like the new Nevada
 and Massachusetts
 regulations regarding encryption of data transferred via electronic means.

4. Suggested Improvements

A. A Commitment to Data Privacy and 
Security


Creating an atmosphere that embraces institutional support from the highest echelons of the university or college is essential to increasing awareness and mustering financial support for the initiatives required to maintain data privacy and security.  These issues must be approached "systematically, consistently and predictably."
 

B. Chief Privacy Officer/Chief Security 
Officer


One of the best ways to show commitment to privacy and data security is to establish positions dedicated solely to these functions.  Like a large corporation, colleges and universities should, if they have not already done so, appoint a chief privacy officer who will be responsible for overseeing data security at the institution. This individual, with support from the college or university, will, among other things, effectively become the spokesperson for data security.  He or she must ensure that proper resources are dedicated to building a security infrastructure, spearhead initiatives designed to protect personal information and maintain regular audit checks of compliance with security practices.  


The chief privacy officer cannot work in isolation to be truly effective and must partner with IT, human resources, in-house counsel and each of the major departments within the institution.  For privacy to take hold in an academic setting, the entire institution must take part in the process.  Some of the other initiatives that would fall under the auspices of the Chief Privacy Officer include: (i) coordinating responses to data security incidents; (ii) risk assessment and development of strategies to minimize and manage risks; and (iii) monitoring and reporting on privacy law developments.


The Chief Security Officer will work closely with the Chief Privacy Officer and will establish "standards to ensure the integrity and security of sensitive data at rest and in transit."

C. Conduct a Sweep for Sensitive Information 


Before developing protocols for protecting data, a college or university needs to determine what data they actually have and where that data is maintained. A comprehensive sweep of all sensitive personal information currently maintained on computer servers throughout the institution using programs like the Cornell University Spider which is designed to scan for data maintained in locations throughout the school will help to accomplish this goal.

D. Develop or Update an Information Security 
Policy


Once you have determined what data is at issue, the college or university must develop a comprehensive information security policy designed to protect personal data or update its existing policy.  Even if the school has a policy in place, it is important to revisit the policy and make sure that, among other things, the policy identifies when sensitive data will be collected, the types of data that will be collected, how the data will be used, and how access to the data will be controlled.  


Additionally, the policy should include an action plan in the event sensitive data is somehow compromised.  Prompt notice and action can, at the very least, minimize some of the great anxiety associated with a leak of personal information.


The information security policy should be an integral part of the training of new hires, temporary employees and contractors and part of any updated training for current employees.  If third parties have access to SSNs they too need to be trained regarding university practices.  Training can take on a variety of forms, including regular reminders of the need to adhere to the policy; checklists of what every employee should do to protect data; on-line self-guided training; and formal training from supervisors.  Including a compliance review with information security training as part of annual reviews will make the university's commitment to the process abundantly clear.  Imposing discipline on those who fail to comply with university policy for protecting SSN's is a must.  All university personnel who access and use personal information must realize that he or she is accountable for information security.  Regular audits of compliance with information security and regular risk assessments also must become a central part of any data security policy.

E. Careful Consideration of Privacy 
Implications in Advance of Purchase or 
Implementation


Because of the size and decentralized nature of the typical college or university many universities embark on new programs and studies without overarching privacy implications.  One commentator has recommended that the schools should have a policy requiring a comprehensive privacy evaluation, including a rejection option, before deploying any new systems.
  This well-reasoned strategy is indicative of the compelling need for a fully integrated approach to privacy and security at institutions of higher learning.  It helps to avoid individuals or departments within the academic setting making decisions in isolation. 

* Mr. Meade is shareholder in the Litigation practice group and the Co-Chair of the Data Security and Privacy Group in the Pittsburgh office of Buchanan Ingersoll & Rooney PC.
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