








violation to the state treasury up to $500,000 total for any
occurrence.232

• Puerto Rico: The secretary may impose fines from $500 up to a
maximum of $5,000 for each violation of the law or its
accompanying regulation.233

• Rhode Island: Violation may result in civil penalties of not
more than $100 per occurrence and not more than $25,000 per
defendant.234

• South Carolina: Knowing and willful violations are subject to
an administrative fine of up to $1,000 per resident whose
information was made accessible through the security
breach.235

• Texas: Civil penalties between $2,000 to $50,000 per violation
may be imposed.236

• Utah: In aggregate, the fine to a Utah entity for failure to
comply with the law can be no more than $100,000. The fine
per consumer can be up to $2,500.237

• Virginia: Allows for a civil money penalty of not more than
$150,000 per breach or series of breaches of a similar nature
discovered in a single investigation.238

• West Virginia: Allows for a civil money penalty of not more
than $150,000 per breach or series of breaches of a similar
nature discovered in a single investigation.239 No civil penalties
unless a court finds repeated and willful violations.

Some states, like Montana, do not specify an amount, but allow for
civil fines for willful violations of the statute.240 Vermont allows the
state attorney general, state’s attorney, or courts to dissolve business
licenses within the state and revoke the certificate of authority to
foreign corporations if an entity violates its security breach notifica-
tion statute.241

232. OR. REV. STAT. § 646A.624(4).
233. P.R. LAWS ANN. tit. 10, § 4055.
234. R.I. GEN. LAWS § 11-49.2-6.
235. S.C. CODE ANN. § 39-1-90(H).
236. TEX. BUS. & COM. CODE ANN. § 48.201(a).
237. UTAH CODE ANN. § 13-44-301(3).
238. VA. CODE ANN. § 18.2-186.6(I).
239. W. VA. CODE § 46-2A-104(b).
240. MONT. CODE ANN. § 30-14-1704.
241. VT. STAT. ANN. tit. 9, §§ 2435(g)(1), 2458(a).

State Privacy Laws § 5:5.5

5–45(Proskauer, Rel. #4, 7/10)



[B][10] Minnesota Law Requires Reimbursement of
Card-Issuing Financial Institutions for Costs
Associated with a Data Breach

In response to the massive data breach at TJX Companies, Inc.,
which required card issuers to reissue millions of debit and credit
cards, lawmakers in Minnesota and Washington have passed laws
that require merchants or data brokers to reimburse card reissuance
costs associated with data breaches. To date, only Minnesota and
Washington have passed such laws.

On May 21, 2007, the Minnesota governor signed H.F. 1758,242

which took effect on August 1, 2007. The law applies to any “person or
entity conducting business in Minnesota” that accepts credit cards,
debit cards, stored value cards or similar cards “issued by a financial
institution.” Such companies are prohibited from retaining the following
card data after authorization of a transaction: “the full contents of a track
of magnetic stripe data” (which encompasses the “card verification
value” or CVV—a unique authentication code embedded on the mag-
netic stripe); the three-to-four-digit security code on the back of the card
by the signature block (also known as CVV2); and any PIN verification
code number. If a debit card with PIN is used, a company is prohibited
from retaining the data more than forty-eight hours after authorization
of the transaction.

The liability provision of H.F. 1758 applies to data breaches
occurring after August 1, 2008. It requires companies to reimburse
card-issuing financial institution for the “costs of reasonable actions”
to both protect its cardholders’ information and to continue to provide
services to its cardholders after a breach. The reimbursement would
cover costs related to providing cardholders with notification of the
breach, cancellation and reissuance of cards, closing or reopening of
accounts and stop payments, and cardholder refunds for unauthorized
transactions charged to their accounts. A financial institution may
also bring an action to recover for the costs of damages it pays to
cardholders resulting from a breach.

Under the new Washington law, businesses and card processors that
fail to encrypt customer data or comply with industry processing
standards, and subsequently suffer a breach, will be affected by the
law.243 The law allows financial institutions to seek reparations via the
courts for damages as a result of a data breach.244

242. H.F. 1758, codified at MINN. STAT. § 325E.61 (2007).
243. Wash. H.B. 1149 (effective July 1, 2010).
244. [Reserved.]
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[B][11] State Credit Freeze Laws

State legislatures passed credit freeze laws in response to con-
sumers’ fear of identity theft. Credit freeze laws allow consumers to
restrict third-party access to their credit reports. Forty-four states and
the District of Columbia have enacted such laws.245 States typically
allow the victims of identity theft to place a credit freeze free of charge.

After an eligible consumer enacts a credit freeze, credit reporting
agencies cannot release the frozen credit report to most third-party
requestors without the consumer ’s express authorization.246 Some
entities will continue to have access to frozen credit reports, including
those having a business relationship with the consumer before the
enactment of the freeze, government agencies, and those working
under the direction of a court order.247 The Fair Credit Reporting
Act (FCRA) preempts portions of these state laws and specifies

245. See, e.g., Arizona (ARIZ. REV. STAT. § 44-1698 (2008) (effective Sept. 1,
2008)); Arkansas (ARK. CODE ANN. § 4-112-101 et seq. (2008));
California (CAL. CIV. CODE § 1785.11.2 et seq. (2006)); Colorado
(COLO. REV. STAT. § 12-14.3-103 (2005)); Connecticut (CONN. GEN.
STAT. § 36a-701a (2005)); Delaware (DEL. CODE ANN. tit. 6, § 2201
(2006)); Florida (FLA. STAT. ANN. § 501.005 (2005)); Georgia (H.B. 130)
(2008); Hawaii (HAW. REV. STAT. ANN. § 489P-1 et seq. (2006)); Idaho
(IDAHO CODE § 28-52-101, et seq. (2008)); Illinois (815 ILL. COMP. STAT.
505/2 (2005)); Indiana (IND. CODE ANN. § 24-5-24-1 et seq. (2007));
Iowa (IOWA CODE § 714F.1, et seq. (2008)); Kansas (KAN. STAT. ANN.
§ 50-702 (2006)); Kentucky (KY. REV. STAT. ANN. § 367:363 (2006));
Louisiana (LA. REV. STAT. ANN. § 9:3571.1 (2006)); Maine (ME. REV.
STAT. ANN. tit. 10 §§ 1313-C to 1313-E (2006)); Maryland (MD. CODE
ANN., COM. LAW § 14-1212.1 (2008)); Massachusetts (MASS. GEN. LAWS
ch. 93, § 62A (2007); Minnesota (MINN. STAT. § 13.6905 (2005));
Mississippi (S.B. 3034 (Miss. 2007)); Montana (MONT. CODE ANN.
§ 30-14-1726, et seq. (2007)); Nebraska (NEB. REV. STAT. § 8-2601,
et seq. (2007)); Nevada (NEV. REV. STAT. ANN. § 598C.300 (2005)); New
Hampshire (N.H. REV. STAT. ANN. § 359-B:22 (2006)); New Jersey (N.J.
STAT. ANN. § 56:8-163 (2006)); New Mexico (N.M. STAT. ANN. § 58-1D-
1 et seq. (2007)); New York (N.Y. GEN. BUS. § 380-a (2006)); North
Carolina (N.C. GEN. STAT. ANN. § 75-60, et seq. (2006)); North Dakota
(N.D. CENT. CODE § 51-33-01, et seq. (2007)); Oklahoma (OKLA. STAT.
ANN. tit. 24 § 149, et seq. (2008)); Oregon (S.B. 583) (Or. 2007);
Pennsylvania (73 PA. CONS. STAT. ANN. § 2501 et seq. (2007)); Rhode
Island (R.I. GEN. LAWS § 6-48-1 (2005)); South Carolina (S.B. 453) (S.C.
2008); South Dakota (S.D. CODIFIED LAWS §§ 54-15-1 to -16 (2006));
Tennessee (H.B. 200 (Tenn. 2007)); Texas (TEX. BUS. & COM. CODE ANN.
§ 20.031 (2006)); Utah (UTAH CODE ANN. § 13-45-204 (2005)); Vermont
(VT. STAT. ANN. tit. 9, § 2480a et seq. (2006)); Virginia (VA. CODE ANN.
§ 59.1-444.1, et seq. (2008)); Washington (WASH. REV. CODE § 19.182.170
(2006)); Wisconsin (WIS. STAT. § 138.25 (2005)); Wyoming (WYO. STAT.
ANN. § 40-12-501 et seq. (2007)); District of Columbia (D.C. CODE ANN.
§ 28-3861 et seq. (2007)).

246. See, e.g., CAL. CIV. CODE § 1785.11.2(a) (2007).
247. See, e.g., id. § 1785.11.2(l)(1)-(9) (2007).
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accepted methods for pre-screening reports, including frozen reports,
by certain entities wishing to extend credit.248

A consumer with a credit freeze in place has a few options to release
his or her credit report. For temporary removal, the consumer can
remove the credit freeze for a specific time period or to a certain
entity.249 Typically, states do not allow credit reporting agencies to
charge fees to the victims of identity theft or senior citizens for the
temporary removal of a credit freeze.250 Entities that have requested a
frozen credit report can prompt the consumer to remove the freeze or
the individual may choose to remove the freeze.

Another mechanism, similar to a security freeze in its effect, is also
available to consumers for credit report protection. Some states allow
the victims of identity theft to place a “security alert” on their credit
report.251 The security alert informs requesting parties that the
information on the credit report may not be accurate because the
person was recently the victim of identity theft.252

§ 5:5.6 Data Security and Destruction Requirements
In an attempt to develop a comprehensive legal framework to

combat identity theft, some states mandate implementation of proce-
dures and creation of written policies to safeguard personal
information.

Nevada requires all businesses in the state to encrypt an electronic
transmission (other than via facsimile) of any personal information
of a customer to a person outside of the secure system of the
business unless the business encrypts such data.252.1

“Personal infor-
mation” has a materially similar definition as in the California
framework.252.2

As of January 1, 2010, Nevada State Bill 227 repealed Nevada
Revised Statutes 597.970, but kept the basic framework of the old
encryption statute and extended its reach to include portable devices
like computers, cellular phones, and portable hard drives.

248. 15 U.S.C. § 1681. FCRA allows consumers to opt-out of this prescreening.
The FTC implements and monitors this opt-out program.

249. Equifax State Security Freeze Requirements and Fees, www.equifax.com/
popups/ec_pop_fcra_state_chart.html (last visited Feb. 25, 2010).

250. Id. Other consumers will have to pay a fee for these services ranging from
$5.00 to $20.00.

251. See, e.g., CAL. CIV. CODE § 1785.11.1.
252. Other states, including Louisiana and Texas, also allow for alerts. Federal

law also provides for alerts.
252.1. NEV. REV. STAT. § 597.970 (2007).
252.2. NEV. REV. STAT. § 603A.040 (2007).
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Massachusetts law252.3 and implementing regulations252.4 require
all persons that own or license personal information of Massachusetts
residents to, as of March 1, 2010,

develop, implement and maintain a comprehensive information
security program that is written in one or more readily accessible
parts and contains administrative, technical and physical safe-
guards that are appropriate to (a) the size, scope and type of
business of the person obligated to safeguard the personal infor-
mation . . . (b) the amount of resources available to such person;
(c) the amount of stored data; and (d) the need for security and
confidentiality of both consumer and employee information.252.5

Among other things, the regulations require that such policies include
training of employees, identifying media and records that contain
personal information, monitoring, and verifying and requiring that
third-party service providers comply with the Massachusetts
regulations.

The Massachusetts regulations also require specific technical safe-
guards including, to the extent technically feasible, secure user authen-
tication protocols; secure access control measures; and encryption of
personal information stored on laptops or other portable devices, as
well as encryption of all records and files containing personal informa-
tion “that will travel across public networks” or will be transmitted
wirelessly.

Oregon law requires persons that own, maintain or otherwise
possess consumer personal information used in the course of the
person’s business, vocation, occupation or volunteer activities to
develop, implement and maintain reasonable safeguards to protect
the security, confidentiality and integrity of the personal information.
Such safeguards must include administrative, technical and physical
safeguards enumerated in the statute, as well as a disposal pro-
gram.252.6 A person that complies with a state or federal law requiring
greater protection, including the Gramm-Leach-Bliley Act and HIPAA,
need not comply with Oregon’s requirements. Persons with personal
information must ensure, in written contracts, that service providers
maintain (and are capable of maintaining) appropriate safeguards.

Several other states have similar laws, in most cases less detailed
than Oregon’s law.

Finally, some states also have specific destruction requirements
for records containing personal information no longer needed to be

252.3. MASS. GEN. LAWS. ch. 93H, § 2(a) (2008).
252.4. 201 MASS. CODE REGS. 17.00-17.04 (2009).
252.5. 201 MASS. CODE REGS. 17.03(1).
252.6. OR. REV. STAT. § 646A.622 (2007).
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retained. For example, California requires that such records be
shredded, erased or otherwise modified such that the personal informa-
tion is “unreadable or undecipherable through any means.”252.7

§ 5:6 Financial Privacy

An increasing number of state have enacted laws to prevent the
unauthorized sharing of personally identifiable nonpublic information
among financial institutions, and to prevent identity theft through
phishing schemes and digging through the garbage for credit card
receipts. Some aspects of these state laws—in particular, affiliate
sharing provisions and credit card receipt truncation—are preempted
by the federal Fair Credit Reporting Act (FCRA).

§ 5:6.1 California Financial Information Privacy Act
California’s Financial Information Privacy Act (CalFIPA),253 which

took effect on July 1, 2004, prohibits financial institutions from
sharing or selling personally identifiable nonpublic information without
obtaining a consumer ’s consent. It was the intent of the California
Legislature in enacting CalFIPA to “afford persons greater privacy
protections than those provided in Public Law 106-102, the federal
Gramm-Leach-Bliley Act,”254 due to the increased “likelihood
[under Gramm-Leach-Bliley] that the personal financial information
of California residents w[ould] be widely shared among, between, and
within companies.”255

Under CalFIPA, consumers must, with some exceptions:

(a) provide their consent, or opt-in, before a financial institution
may share “nonpublic personal information”256 with a non-
affiliated third party;

252.7. CAL. CIV. CODE § 1798.81.
253. CAL. FIN. CODE §§ 4050–60 (2005).
254. Id. § 4051(b).
255. Id. § 4051.5(a)(2).
256. “Nonpublic personal information” is defined as “personally identifiable

financial information (1) provided by a consumer to a financial institution,
(2) resulting from any transaction with the consumer or any service
performed for the consumer, or (3) otherwise obtained by the financial
institution. Nonpublic personal information does not include publicly
available information that the financial institution has a reasonable
basis to believe is lawfully made available to the general public from
(1) federal, state, or local government records, (2) widely distributed media,
or (3) disclosures to the general public that are required to be made by
federal, state, or local law.” Id. § 4052(a). “Personally identifiable financial
information,” in turn, is defined as “information (1) that a consumer
provides to a financial institution to obtain a product or service from the
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(b) be provided with written notice of their right to opt-out of
sharing of “nonpublic personal information” with a financial
institution’s affiliates.257

An institution may share its customers’ personal information with an
affiliate without providing an opt-out right where the affiliate is wholly
owned, or among the insurance and management entities of a single
insurance holding company system consisting of one or more recipro-
cal insurance exchanges that has a single corporation or its wholly
owned subsidiaries providing management services to the reciprocal
insurance exchanges, provided that the disclosing and receiving com-
panies are in the same line of business (insurance, banking, or
securities), subject to the same functional regulator, and share a
common brand.258

§ 5:6.2 Other States
A number of other states have enacted legislation restricting the

disclosure of personal information by financial institutions.259

North Dakota prohibits disclosure of customer information by
financial institutions unless a customer opts-in, or pursuant to valid
legal process, with limited exceptions.260 In some respects similar to
California, Alaska prohibits a financial institution from disclosing the
records and information relating to their depositors and customers
except where disclosure is authorized in writing by the depositor or
customer, required by statute, regulation, or court order, made to the
holder of a negotiable instrument drawn on the financial institution as
to whether the drawer has sufficient funds in the financial institution
to cover the instrument, made to a consumer reporting agency
regulated under the FCRA, or made in connection with the main-
tenance or servicing of the depositor ’s or customer ’s account with the
financial institution or with another entity as part of a private label
credit card or other extension of credit on behalf of the entity. The
statute does not prevent a financial institution from disclosing

financial institution, (2) about a consumer resulting from any transaction
involving a product or service between the financial institution and a
consumer, or (3) that the financial institution otherwise obtains about
a consumer in connection with providing a product or service to that
consumer. Any personally identifiable information is financial if it was
obtained by a financial institution in connection with providing a financial
product or service to a consumer.” Id. § 4052(b). Section 4052(b) provides
several examples of personally identifiable financial information.

257. CAL. FIN. CODE §§ 4050–60 (2005).
258. Id. § 4053.
259. This section does not address financial privacy provisions found in state

insurance statutes.
260. N.D. CENT. CODE §§ 6-08.1-01 to -08 (2005).
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information if the disclosure is necessary to provide the services of the
financial institution to a depositor or customer or to market finan-
cially related products or services of the institution and its marketing
partners, and the person receiving the information has a written
agreement with the financial institution to be bound by the statute’s
requirements.261 Similarly, under Connecticut and New Jersey law, a
customer ’s records may not be disclosed by a financial institution
without legal process or other specifically listed circumstances.262

Massachusetts prohibits the disclosure of information regarding any
account or electronic fund transfer to any person except: the
customer pursuant to his or her written authorization; a party to the
transaction; a person authorized by law to have access in the course of
such personal official duties; auditors; a consumer reporting agency;
the institution’s attorney or collection agent; employees of the institu-
tion for the purpose of pursuing or disposing of a dispute or claim
involving an account; or pursuant to legal process.263 In Maryland, an
institution may not disclose any financial records unless the customer
has authorized the disclosure or in other limited circumstances,
including certain requests of the Department of Human Resources,
or Comptroller.264 Many other states have similar provisions.265

§ 5:6.3 Preemption
In June, 2005, the U.S. Court of Appeals for the Ninth Circuit held

that the affiliate-sharing preemption clause of the FCRA266 preempts
CalFIPA, at least insofar as it attempts to regulate the communication
between affiliates of “information” as that term is defined by FCRA;267

the court also noted that it construed the affiliate-sharing preemption

261. ALASKA STAT. § 06.01.028 (2005).
262. CONN. GEN. STAT. §§ 36a-41–36a-45 (2005), N.J. STAT. ANN. § 17:16K-18.
263. MASS. GEN. LAWS ch. 167B, § 16 (2005).
264. MD. CODE ANN., FIN. INST. § 1-302 (2006).
265. See, e.g., FLA. STAT. ANN. § 655.059 (2006); 205 ILL. COMP. STAT. 5/48.1

(2005); KY. REV. STAT. ANN. § 289.271 (2006); LA. REV. STAT. ANN.
§§ 6:333, 9:3571 (2005); ME. REV. STAT. ANN. tit. 9-B, §§ 161, 162
(2005); MICH. COMP. LAWS § 488.12 (2006); MINN. STAT. ANN. § 47.69
(2006); MONT. CODE ANN. § 32-6-105 (2005); NEB. REV. STAT. § 8-1401
(2005); N.C. GEN. STAT. § 53B-1 et seq. (2005); OKLA. STAT. ANN. tit. 6,
§§ 2201–2206 (2006); OR. REV. STAT. § 192.555 (2003); 7 PA. CONS. STAT.
§ 6020-92 (2005); S.C. CODE ANN. §§ 34-28-410, 34-30-160 (2005);
TENN. CODE ANN. § 45-10-104 (2006); VT. STAT. ANN. tit. 8, §§ 10201–
10204 (2005).

266. 15 U.S.C. § 1681t (2006).
267. “[I]nformation . . . bearing on a consumer ’s credit worthiness, credit

standing, credit capacity, character, general reputation, personal character-
istics, or mode of living which is used or expected to be used or collected in
whole or in part for the purpose of serving as a factor in establishing the
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clause to preempt “all state ‘requirement[s]’ and ‘prohibition[s]’ on the
communication of ‘information’ between affiliated parties,” applying
the restricted definition of “information in section 1681a(d)(1).”268

On October 4, 2005, the U.S. District Court for the Eastern District of
California held on remand that CalFIPA’s affiliate sharing provision
does not survive preemption and, even if some limited applications
could be saved, they cannot be severed from the remainder of the
statute.269 The Ninth Circuit Court of Appeals agreed that the FCRA
preempts the statute to the extent it pertains to “consumer report”
information. However, the court allowed the other affiliate data-sharing
provisions to stand.270 The Supreme Court denied American Bankers
Association’s petition for a writ of certiorari.271

§ 5:6.4 Credit Card Transactions

[A] Restrictions on Merchants

California’s Song-Beverly Credit Card Act of 1971272 prohibits any
person accepting a credit card in payment for most goods or services
from requesting, or requiring as a condition to accepting the credit card
as payment, the cardholder to provide personal identification informa-
tion,273 which the retailer writes, causes to be written, or records upon
the credit card transaction form or otherwise.274 ZIP codes are not
personal identification information.275 The California Court of Appeal
held that a consumer stated a cause of action under the statute where
she alleged that the cashier requested and recorded her personal
identification information (specifically, her telephone number) when

consumer ’s eligibility for (A) credit or insurance to be used primarily for
personal, family, or household purposes; (B) employment purposes; or
(C) any other purpose authorized under section 1681b of this title.”
Id. § 1681a(d)(1) (2006).

268. Am. Bankers Ass’n v. Gould, 412 F.3d 1081, 1083, 1086 (9th Cir. 2005).
269. Am. Bankers Ass’n v. Lockyer, 2005 WL 2452798, at *4 (E.D. Cal. Oct. 5,

2005). To date, we are unaware of other published cases that have
addressed whether and to what extent the financial privacy laws of other
states prohibiting the disclosure of personal information without consent
are preempted by FCRA’s affiliate sharing preemption clause.

270. Am. Bankers Ass’n v. Lockyer, 541 F.3d 1214 (9th Cir. 2008).
271. See Am. Bankers Ass’n v. Brown, 129 S. Ct. 2893 (2009).
272. CAL. CIV. CODE §§ 1747–1748.7 (2006).
273. “Personal identification information” is defined as “information concern-

ing the cardholder, other than information set forth on the credit card, and
including, but not limited to, the cardholder ’s address and telephone
number.” Id. § 1747.08(b) (2006).

274. Id. § 1747.08.
275. Party City Corp. v. Superior Court (Palmer), 169 Cal. App. 4th 497 (2008),

review denied, 2009 Cal. LEXIS 3474 (Cal. Apr. 1, 2009).
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she made purchases with a credit card.276 In reaching its holding, the
court noted that the statute:

is a consumer protection statute, and the retailer ’s request for
personal identification information must be viewed from the
customer ’s standpoint. In other words, the retailer ’s unan-
nounced subjective intent is irrelevant. What does matter is
whether a consumer would perceive the store’s “request” for
information as a “condition” of the use of a credit card.277

The California Court of Appeal stated that nothing in the statute
“prevents a retailer from soliciting a consumer ’s address and tele-
phone number for a store’s mailing list, if that information is provided
voluntarily,” but that a request for personal identification information
is prohibited if it immediately precedes the credit card transaction,
“even if the consumer ’s response was voluntary and made only for
marketing purposes.”278

A number of states and the District of Columbia have enacted
legislation similar to California’s Credit Card Act.279 In most in-
stances, the states prohibit a merchant from writing down or request-
ing to be written down the address and/or telephone number of a
customer as a condition of accepting a credit card except if the
information is necessary for shipping, delivery, installation, or special
orders. A merchant in Ohio may not record the telephone or Social
Security number of a credit card holder in credit card sales, except for
“legitimate business purposes,” including collection, provided that the

276. Florez v. Linens ’N Things, Inc., 108 Cal. App. 4th 447, 449 (2003).
277. Id. at 451.
278. Id. at 451, 453. The court suggested a number of options for retailers to

consider for purposes of soliciting the voluntary provision of this informa-
tion: “A merchant can easily delay the request until the customer tenders
payment or makes his or her preferred method of payment known. If the
payment is made with cash, and the customer is so inclined, personal
identification information can be recorded at that time. Alternatively,
retailers could delete a customer ’s personal identification information as
soon as the customer reveals an intention to pay by credit card. In other
words, the statutory mandate can hardly be described as draconian. None
of these alternatives represents any great imposition on retailers.” Id. at
451–52.

279. Notably, Ohio's statute does not include this exception. See, e.g., DEL.
CODE ANN. tit. 11, § 914 (2006); D.C. CODE ANN. § 47-3153 (2005);
GA. CODE ANN. § 10-1-393.3 (2005); KAN. STAT. ANN. § 50-669a (2008);
MD. CODE ANN., COM. LAW § 13-317 (2006); MASS. GEN. LAWS ANN. ch.
93, § 105 (2005); MINN. STAT. ANN. § 325F.982 (2006); NEV. REV. STAT.
§ 597.940; N.J. STAT. ANN. § 56:11-17 (2006); N.Y. GEN. BUS. LAW § 520-a
(2006); OHIO REV. CODE § 1349.17; OR. REV. STAT. § 1349.17; 69 PA.
CONS. STAT. § 2602 (2006); R.I. GEN. LAWS § 6-13-16 (2005); WIS. STAT.
ANN. § 423.401 (2006).

§ 5:6.4 PROSKAUER ON PRIVACY

5–54



customer consents and the information is not disclosed to any third
party for any other purpose and is not used to market goods or services
unrelated to the goods or services purchased in the transaction.280

Nevada businesses may not record a customer ’s telephone number on
a sales slip as a condition of accepting credit card payment.281 Oregon
merchants may require personal information as a condition of pur-
chase, but may not write such information on the credit or debit
transaction slip.282

[B] Prohibition on Disclosure of Marketing
Information

California’s Credit Card Full Disclosure Act of 1986283 requires
credit card issuers to provide cardholders with a written notice of their
right to prohibit the disclosure of marketing information that discloses
the cardholder ’s identity. This written notice must advise the card-
holder of his or her ability to respond either by completing a preprinted
form or a toll-free number that cardholders may call to exercise this
right.284

Virginia has enacted legislation prohibiting merchants (as distin-
guished from credit card issuers) from selling customer information
gathered in connection with a transaction without notice to the
customer.285

§ 5:7 Privacy of Insurance-Related Information

The federal Gramm-Leach-Bliley Act of 1999 (GLBA),286 requires
(1) disclosure of a financial institution’s privacy policy to consumers,
and (2) that the institution provide consumers an opportunity to opt
out of certain disclosures of nonpublic personal information (NPI) to
nonaffiliated third parties.287 Further, financial institutions are re-
quired to adopt “administrative, technical, and physical safeguards” in
accordance with federal regulations to protect consumers’ nonpublic
personal information.288 The GLBA applies only to “financial insti-
tutions.” However, the GLBA defines a “financial institution” extre-
mely broadly as “any institution the business of which is engaging in
financial activities as described in section 1843(k) of Title 12,” which

280. OHIO REV. CODE ANN. § 1349.17 (2005).
281. NEV. REV. STAT. § 597.940 (2009).
282. OR. REV. STAT. § 646A.214 (2007).
283. CAL. CIV. CODE § 1748.12 (2005).
284. Id. § 1748.12(b).
285. VA. CODE ANN. § 59.1-442 (2006).
286. 15 U.S.C. §§ 6801–09.
287. 15 U.S.C. § 6801(a).
288. See id. § 6801(b).
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is section 4(k) of the Bank Holding Company Act of 1956. Acting as an
insurance agent or broker specifically is covered under that statute.289

Although the GLBA is a federal law, state insurance authorities are
responsible for the enforcement of the financial institution safeguards
and disclosure/opt-out procedures required by section 6801(b) as they
are applied to “any person engaged in providing insurance.”290

§ 5:7.1 The National Association of Insurance
Commissioners (NAIC) Model Acts

Most states’ GLBA-implementing statutes derive in whole or in
part from Model Acts promulgated by the NAIC,291 a forum composed
of the insurance commissioners of all fifty states, the District of
Columbia and U.S. territories. The NAIC has issued several model
acts devoted to consumer privacy. Key differences among the acts
involve the definition of personal information covered by the acts and
the type of consent required for an insurer to share a consumer ’s
personal information. Most states follow the 1982 Model Act, the
1992 Model Act or the 2003 Model Act.292 According to the National
Association of Insurance and Financial Advisors, as of 2001, sixteen
states,293 including California, follow the 1982/1992 Model Act. The
rest essentially follow the 2003 Model Act, with the exception of
Wyoming, which has created a model loosely based on the 1992 Model
Act.

After passage of the GLBA in 1999, the sixteen states that follow
the 1982/1992 Model Act modified their insurance codes and pro-
mulgated appropriate regulations in order to comply. Pursuant to the
GLBA, the insurance codes and regulations of all fifty states include
the following three basic elements:

1. Annual notice to “customers” describing the manner in which
nonpublic personal information is collected, maintained, and
disseminated;

2. Notification of the opportunity to opt-out from the sharing of
nonpublic personal information about a “consumer” with

289. 12 U.S.C. § 1843(k)(4)(B) (“Insuring, guaranteeing, or indemnifying
against loss, harm, damage, illness, disability or death, or providing and
issuing annuities, and acting as principal, agent, or broker for purposes of
the foregoing, in any State.”).

290. 15 U.S.C. § 6805(a)(6).
291. See National Association of Insurance Commissioners, www.naic.org/

(last visited Mar. 1, 2010).
292. The 1992 MODEL ACT is functionally identical to the 1982 MODEL ACT.
293. Arizona, California, Connecticut, Georgia, Illinois, Kansas (in part),

Maine, Massachusetts, Minnesota, Montana, Nevada, New Jersey, North
Carolina, Ohio, Oregon, and Virginia.
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non-affiliated third parties for marketing purposes prior to the
sharing of such information;294 and

3. Safeguards for storage of nonpublic personal information.295

The specific contours of these elements vary somewhat from state to
state.

§ 5:7.2 Definitions of “Personal Information” and
Similar Terms

The 1982 Model Act defines “personal information” as

any individually identifiable information gathered in connection
with an insurance transaction from which judgments can be made
about an individual’s character, habits, avocations, finances,
occupation, general reputation, credit, health, or any other personal
characteristics.296

Personal information does not include “medical record informa-
tion,” which, generally speaking, is information concerning one’s
physical or mental condition, medical history or treatment history
any of which is derived from a medical professional, medical institu-
tion, parent, spouse or guardian. Personal information also is not
“privileged information,” which is information relating to claims or
that is collected by insurers in anticipation of litigation or at the
request of governmental authorities.297

The 2003 Model Act contains the term “nonpublic personal
information” which essentially has the same definition. The Model
Acts enumerate several additional categories of protected information
not discussed in detail here.298

§ 5:7.3 The GLBA Joint Marketing Exception and 2003
Model Act States

The key difference between states that follow the pre-GLBA model
acts and the 2003 Model Act is the type of consent required prior to
disclosure of nonpublic personal information for marketing purposes.
In Arizona, California, Connecticut, Georgia, Illinois, Kansas, Maine,

294. See 1982 MODEL ACT § 4 and 2003 MODEL ACT §§ 5–11.
295. The GLBA imposes a general safeguards requirement on financial institu-

tions. See 15 U.S.C. § 16801(b). While specific safeguards are not
contained in the Model Acts, such safeguards generally are proscribed by
regulations promulgated pursuant to the states’ insurance codes. See, e.g.,
CAL. CODE REGS. tit. 10, §§ 2689.14 to 2689.19.

296. 1982 MODEL ACT § 2(T); see also CAL. INS. CODE § 731.02(s) (2008).
297. See 1982 MODEL ACT § 2(W).
298. See generally 1982 MODEL ACT § 2; 2003 MODEL ACT § 4.

State Privacy Laws § 5:7.3

5–57(Proskauer, Rel. #4, 7/10)



Massachusetts, Minnesota, Montana, Nevada, New Jersey, North
Carolina, Ohio, Oregon, and Virginia, covered insurance entities
must obtain affirmative (“opt-in”) consent from consumers prior to
disclosure of any information to nonaffiliated third parties for any
purpose other than the actual performance of insurance functions.299

By contrast, pursuant to the GLBA’s joint marketing exception,
covered insurance entities in states that follow the 2003 Model Act
may freely disclose nonpublic personal information to nonaffiliated
third parties, even for marketing purposes, when such disclosure is
pursuant to a “joint agreement.” A “joint agreement” is “a written
contract pursuant to which a licensee and one or more financial
institutions jointly offer, endorse or sponsor a financial product or
service.”300 Furthermore, a covered insurance entity may disclose non-
public personal information to any nonaffiliated third parties so long as
the consumer is given initial and annual notice of the opportunity to opt
out of disclosure and a reasonable means of doing so.301

Another key difference between the pre- and post-GLBA model acts
is that under the 1982/1992 Model Acts, customers must be given the
opportunity to view and correct personal information.302

§ 5:8 Laws Governing Disclosure and Use of Social
Security Numbers

An individual’s Social Security number (SSN) is a particularly
sensitive piece of information and the number-one identifier used by
criminals to commit identity theft. As a result, the all-too-familiar
business practice of using SSNs as personal identifiers for routine
communications and correspondence has come under fire. Policy-
makers at nearly every level of government and private industry are
pursuing limits on the use and dissemination of SSNs in an effort to
counteract the growing threat of identity theft. As is discussed in more
detail below, a mesh of federal and state laws currently requires
businesses and government agencies to protect the confidentiality
of SSNs.

Certain federal laws with broader application to consumers’ “per-
sonal information” limit public and private sector entities’ use and
disclosure of SSNs.303 For example, the Fair Credit Reporting Act

299. 1982 MODEL ACT § 13; CAL. INS. CODE § 791.13.
300. 2003 MODEL ACT § 15(C).
301. 2003 MODEL ACT §§ 5–12, 15.
302. 1982 MODEL ACT §§ 8–9.
303. Over the past several years, various pieces of legislation aimed specifically

at restricting the use and disclosure of SSNs in the public and/or private
sectors have been considered and introduced in both houses of Congress,
but no overarching SSN protection law has been enacted to date.
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(FCRA) limits access to credit data (including SSNs) to those who have
a permissible purpose under the law.304 Likewise, the Fair and
Accurate Credit Transactions Act, which amended FCRA, allows
consumers who request a copy of their credit report to ask that the first
five digits of their SSN not be included in the file. Still other laws, like
the Gramm-Leach-Bliley Act (GLBA),305 the Drivers Privacy Protection
Act306 and the Health Insurance Portability and Accountability Act
(HIPAA),307 protect the confidentiality of personally identifiable
information (including SSNs) in particular industries or situations.

In addition to federal laws that restrict the use and dissemination of
SSNs, more than half of all states regulate their use and disclosure by
public and private entities in some significant way.308 Consistent with
California’s role as a privacy leader, California adopted the first
nondisclosure law pertaining to specifically SSNs, and other states
quickly climbed on board, adopting similar laws with some (usually
minor) variations.

§ 5:8.1 The California Framework
In 2001 California enacted S.B. 168 to restrict private sector use of

SSNs. Senate Bill 168, codified at California Civil Code section
1798.85, generally prohibits:

(1) posting or publicly displaying SSNs (defined as intentionally
communicating or making the SSNs available to the general
public);

304. 15 U.S.C. § 1681b.
305. 15 U.S.C. § 6801 et seq.
306. 18 U.S.C. §§ 2721–25.
307. Pub. L. No. 104-191, 100 Stat. 1936 (1996).
308. ALASKA STAT. § 45.48.400 et seq.; ARIZ. REV. STAT. ANN. § 44-1373 et seq.;

ARK. CODE ANN. § 4-86-107; CAL. CIV. CODE § 1798.85; COLO. REV. STAT.
§§ 6-1-705, 6-1-715; CONN. GEN. STAT. § 42-470; GA. CODE ANN. § 10-1-
393.8; HAW. REV. STAT. § 487J-1 et seq.; IDAHO CODE ANN. § 28-52-108(1);
815 ILL. COMP. STAT. 505/2QQ 505/2RR; KAN. STAT. ANN. § 75-3520; ME.
REV. STAT. ANN. tit. 10, § 1272, 1272-B; MD. CODE ANN., COM. LAW § 14-
3401 et seq.; MASS. GEN. LAWS ANN. ch. 167B, § 14; MICH. COMP. LAWS
§ 445.83; MINN. STAT. ANN. § 325E.59; MO. REV. STAT. § 407.1355; NEB.
REV. STAT. § 48-237 (applies to employers only); N.J. STAT. ANN. §§ 47:1-
16, 56:8-164; N.M. STAT. §§ 57-12B-3, -4; N.Y. GEN. BUS. LAW § 399-dd;
N.Y. LAB. LAW § 203-D; N.C. GEN. STAT. § 75-62; OHIO REV. CODE ANN.
§ 1349.17; OKLA. STAT. tit. 40, § 173.1 (applies to employers only); OR.
REV. STAT. § 646A.600 (2007); 74 PA. CONS. STAT. § 201; R.I. GEN. LAWS
§ 6-48-8; S.C. CODE ANN. § 37-20-180; S.D. CODIFIED LAWS § 1-27-44
(2008) (applies to state agencies and political subdivisions); TENN. CODE
ANN. § 47-18-2110; TEX. BUS. & COM. CODE ANN. §§ 501.001–.002,
501.101–.102; UTAH CODE ANN. § 13-45-101 et seq.; VT. STAT. ANN. tit. 9,
§ 2440; VA. CODE § 59.1-443.2.
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(2) printing SSNs on cards required to access the company ’s
products or services (California also prohibits embedding or
encoding an SSN on such a card);309

(3) requiring consumers to transmit an SSN over the Internet
unless the connection is secure or the number is encrypted;

(4) requiring consumers to log onto a website using an SSN
without a password; or

(5) printing SSNs on anything mailed to a customer unless
required by law or the document is a form or application.310

California provides exemptions from these requirements for any
use, collection or release of SSNs required by state law, uses of SSNs
for internal verification or administrative purposes, or documents that
are required to be open to the public under state law. Approximately
thirty-three states have adopted largely similar laws.311

Based on the California framework, Michigan has created a more
comprehensive framework for protecting SSNs. Michigan limits not
only the use of the entire SSN, but also of more than four sequential
digits of an SSN in the ways proscribed in California. There is a further
prohibition on using all or more than four sequential digits of an SSN
as a primary account number. New Jersey, Nebraska, Arizona, and
South Carolina laws also protect portions of SSNs, and New York law
protects numbers “derived from” SSNs.312

Other state laws regarding the use of SSNs include a prohibition
against requiring a consumer ’s SSN to complete certain transactions,
or an obligation for institutions that collect SSNs to develop a privacy
policy to protect them, both discussed below.

309. Hawaii, Illinois, Vermont, and Virginia also prohibit embedding an SSN
on a card or document, including, a barcode, chip, magnetic strip, or other
technology, in place of removing the SSN. HAW. REV. STAT. § 487J-2(a)(2);
815 ILL. COMP. STAT. 505/2QQ(f); VT. STAT. ANN. tit. 9, § 2440(b)(2); VA.
CODE § 59.1-443.2(e).

310. CAL. CIV. CODE § 1798.85; California Office for Privacy Protection,
Recommended Practices for Protecting the Confidentiality of Social
Security Numbers, available at www.privacy.ca.gov/res/docs/pdf/
ssnrecommendations.pdf.

311. Id. § 303.
312. ARIZ. REV. STAT. ANN. § 44-1373 et seq.; MICH. COMP. LAWS § 445.83; NEB.

REV. STAT. § 48-237; S.C. CODE ANN. § 37-20-180. New Jersey also limits
the use of more than four sequential SSN digits. N.J. STAT. ANN. § 56:8-
164(a)(1). New York restricts the use of an individual’s entire SSN, as well
as any number derived from it. N.Y. GEN. BUS. LAW § 399-dd(1).
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[A] Jurisdictional Modification to the California
Framework

[A][1] Prohibiting SSNs in Customer Mailings
The California framework’s requirement that SSNs not be included

in customer mailings unless required by state or federal law is subject
to considerable variation. Social Security numbers may, for example,
be included on documents sent as part of an account application,
amendment, or termination.313 But even if they may be included on
customer mailings, they cannot be printed on a postcard or visible
through an envelope.314

Arizona specifically exempts an entity from reviewing documents
sent from a third party to determine whether SSNs are included.315

Therefore, documents from third parties may be attached to a mailing
without liability as long as the mailing entity does not have actual
knowledge that an SSN is included.316 Maryland includes faxes and
emails as mailings, but allows SSNs to be included in emails if they are
sent over a secure connection or are encrypted.317 Hawaii allows an
entire SSN to be printed on employer-to-employee communications or
where the communication is specifically requested by the individual.318

[A][2] Expanded Exemptions from the California
Framework

The broadest exemption from this framework is available in
Arizona, Colorado, Illinois, Maryland, Pennsylvania, and Vermont,
which provide a grandfather clause for entities that were using SSNs in
one of the prohibited manners prior to enactment of the statute. In
order to continue using the SSNs, the use of the SSN must be
continuous, the consumer must be provided with an annual written
disclosure of the right to stop the use of their SSN in this manner, and
if the individual submits a written request to cease the use of their SSN
the entity must stop using the SSN within thirty days. There may be
no fee or denial of services for implementing a request to stop using
the SSN.319 Tennessee’s SSN protection law also includes a fairly
broad exemption for any disclosure that is made for a legitimate
business or government purpose and pursuant to the terms of a valid
contract or other legal obligation.320 Entities engaged in the provision

313. CAL. CIV. CODE § 1798.85(a)(5).
314. Id.
315. ARIZ. REV. STAT. § 44-1373.
316. Id.
317. MD. CODE ANN., COM. LAW § 14-3402(A)(6).
318. HAW. REV. STAT. § 487J-2(a)(5).
319. ARIZ. REV. STAT. § 44-1373(B).
320. TENN. CODE ANN. § 47-18-2110(b).
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of specified healthcare services also are exempt from Tennessee’s SSN
protection law.321

Arizona specifies that it is permissible to mail documents where the
individual printed his or her own SSN on the document.322 Arkansas,
Maryland, and New Jersey shield electronic communications services
that are the conduit for an entity that violates the SSN regulation.323

Moreover, Maryland’s SSN protection law specifically states that it
does not impose on interactive computer services or telecommunica-
tions providers any duty to monitor for the transmission of SSNs
on their service.324 Maine allows exemptions from compliance
with the SSN use regulations for entities that are requesting SSNs
for a consumer report, supervised lenders, supervised financial
organizations, insurance companies, background checks, if the SSN
is used for healthcare purposes, or if the information is necessary to
verify identity and prevent fraud.325 North Carolina and Hawaii do not
apply the provisions regulating the use of SSNs if the number is
redacted.326 Hawaii, like Maine, also provides numerous exemptions
from compliance with the SSN use regulations for various entities
and purposes, including the collection, use, or release of a SSN in
the course of administering a claim, benefit, or procedure relating to
an individual’s employment and use in connection with opening an
account or the provision of or payment for a product or service
authorized by an individual.327 Oregon exempts certain records or
copies of records from the state’s SSN protection requirements,
including records received on or before the law ’s effective date, records
received after the law’s effective date if the submitter could have legally
protected the SSN from public disclosure, and various court records.328

§ 5:8.2 Other State Law Regulation of the Use of Social
Security Numbers

[A] Requiring a Consumer’s SSN to Complete a
Transaction

Maine, Michigan, New Mexico, and Rhode Island have a broad
prohibition against denying goods or services to a consumer due to

321. TENN. CODE ANN. § 47-18-2110(e).
322. ARIZ. REV. STAT. § 44-1373.01(4).
323. ARIZ. REV. STAT. § 4-86-107(c); MD. CODE ANN., COM. LAW § 14-3401;

N.J. STAT. ANN. § 56:8-164.
324. MD. CODE ANN., COM. LAW § 14-3401(c).
325. ME. REV. STAT. ANN. tit. 10, § 1272-B(1).
326. HAW. REV. STAT. § 487J-2(b)(10); N.C. GEN. STAT. § 75-62(b).
327. HAW. REV. STAT. § 487J-2(b)(1)-(11).
328. OR. REV. STAT. § 646A.600 (2007).
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their refusal to provide a SSN.329 Each has detailed exemptions from
this prohibition.330 Michigan, for example, allows the requirement of
an SSN if the requirement is authorized by applicable state or federal
law, for a credit report pursuant to a FCRA permissible purpose, for a
landlord to conduct a background check in connection with the lease
of real property, when the transaction includes an application for
extension of credit, or if the SSN is requested to complete an electronic
or telephone transaction initiated by the consumer and is used solely
to verify identity.331 Rhode Island allows licensed financial institu-
tions to require applicants to disclose SSNs if it is required for billing
purposes or for applying for a credit card.332 Rhode Island punishes
violations with a criminal misdemeanor penalty and a $500 fine.333

A Colorado entity may not require an SSN when a consumer is
paying by check, unless the check is used to pay a student loan.334 Ohio
similarly prohibits recording an SSN in connection with a check, draft or
credit card payment unless the SSN is needed for a legitimate business
purpose. Legitimate business purposes include collections or when the
party consents to the recording of the SSN, as long as the SSN is not then
disclosed to a third party for purposes other than collection.335 New York
and Michigan also prohibit a seller from recording a purchaser ’s Social
Security number on a check or other negotiable instrument as a
condition of accepting the instrument.336 Rhode Island punishes the
recording of an SSN on a check with a $100 fine.337

[B] Privacy Policy for Handling SSNs

Michigan requires entities that maintain SSNs to develop and
publish in an electronically available employee manual a privacy policy
that ensures confidentiality, prohibits unlawful disclosure, limits who
has access to documents containing SSNs, describes how to properly
dispose of SSNs, and establishes penalties for a breach of the privacy

329. ME. REV. STAT. ANN. tit. 10, § 1272-B(1); N.M. STAT. § 57-12B-3(a)-(c); R.I.
GEN. LAWS § 6-13-15.

330. For example, Maine exempts supervised lenders, their affiliates, and
subsidiaries; supervised financial organizations, or entities that provide
goods or services in conjunction with the organization; and insurers. In
addition, the requirement does not apply when the SSN is used to obtain a
consumer report, to obtain a background check, to obtain and bill for
healthcare, and when used to prevent fraud. ME. REV. STAT. ANN. tit. 10,
§ 1272-B(2).

331. MICH. COMP. LAWS § 445.83.
332. R.I. GEN. LAWS § 6-13-17.
333. Id.
334. COLO. REV. STAT. § 4-3-506.
335. OHIO REV. CODE ANN. § 1349.17.
336. N.Y. GEN. BUS. LAW § 518-a; MICH COMP. LAWS § 600.2964.
337. R.I. GEN. LAWS § 6-13-15.
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policy. However, this requirement is not applicable to entities that
possess SSNs in the ordinary course of business in compliance with
the Fair Credit Reporting Act (FCRA) and the Gramm-Leach-Bliley
Act. Other states, including New Mexico and New York, similarly
require the development of a privacy policy or internal regulations for
ensuring SSN confidentiality.338

In Texas, a privacy policy is only required if disclosure of a
consumer ’s SSN is mandatory in order to obtain goods or services.
The Texas law counsels that one provision of the policy “may” consist
of reciting the policy to the individual at the time of SSN disclosure
(and then providing written copy electronically or by mail) or by
mailing the policy.339

Connecticut requires any person that collects SSNs in the course of
business to create a privacy protection policy to be publicly displayed
(including on a website). The policy must: protect confidentiality of
SSNs, prohibit unlawful disclosure of SSNs, and limit access to SSNs.340

[C] Employers

In California, certain information must be provided to an employee
on a pay stub or by another format at the time wages are distributed.
Beginning in 2008, only the last four digits of the SSN may be shown
on this statement.341 Missouri employers may not require use of an
SSN as an employee ID number or for any type of employment-related
activity.342 As part of the Oklahoma state employment code, the state
prohibits an employing entity from displaying SSNs on Health
Membership cards in any of the manners proscribed by California,
including: publicly displayed, printed on a card, mailed, used to login
to a website, or required to be transmitted unencrypted or without
using a secure connection.343 New York employers may not, unless
otherwise required by law: publicly post or display an employee’s SSN;
visibly print an SSN on any ID badge or card, including time card;
place an SSN in files with unrestricted access; or communicate an
employee’s personal identifying information to the general public.344

[D] Other Modifications

New Jersey prohibits the display of an SSN on any document
intended to be recorded by the county recorder.345 An SSN may not

338. N.M. STAT. § 57-12B-3(d); N.Y. GEN. BUS. LAW § 399-dd(4).
339. TEX. BUS. & COM. CODE § 501.051–.053.
340. CONN. GEN. STAT. § 42-471.
341. CAL. LAB. CODE § 226.
342. MO. REV. STAT. § 407.1355 sub. 1(4).
343. OKLA. STAT. tit. 40, § 173.1.
344. N.Y. LAB. LAW § 203-d (2009).
345. N.J. STAT. ANN. § 47:1-16.
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be a PIN code to activate any remote financial service unit in
New Mexico.346 In North Carolina, it is unlawful to sell, lease, loan
or otherwise intentionally disclose SSNs to third parties without
written consent from the individual, when the entity making the
disclosure knows, or with reasonable diligence would know, that the
third party lacks a legitimate purpose for obtaining the information.347

§ 5:9 Unsolicited Telephone Marketing

§ 5:9.1 Telemarketing: State Do-Not-Call Laws
On March 11, 2003, the federal government enacted the Do-Not-

Call Implementation Act,348 which authorized the Federal Commu-
nications Commission and Federal Trade Commission to implement
regulations that create a national do-not-call registry.349 Under the
regulations, consumers can avoid unwanted telemarketing calls by
having their names placed on this national registry.350 This section
focuses on the preemptive effect of the federal regime and the interplay
with state do-not-call laws.

The FCC opined that a single national registry is more efficient and
effective than having myriad national and/or state databases.351 Ac-
cordingly, the system is designed so that the states can download the
names on their registries into the federal registry. In a July 3, 2003
Report and Order, the FCC adopted an eighteen-month transition
period for states to download their state lists into the national
database.352

Though the FCC expressed a preference for a single national
database, it noted that states are not precluded from continuing to
maintain and use separate databases.353 The states, however, may not
use a list that does not include the part of the national database that
relates to that state.354 One of the unresolved issues is whether the
states that compile separate registries will, in fact, integrate their

346. N.M. STAT. § 58-16-13(b).
347. N.C. GEN. STAT. § 75-62(a)(6).
348. Pub. L. No. 108-10.
349. Telemarketing Sales Rule, amended by 68 Fed. Reg. 4580 (Jan. 29, 2003)

(codified at 16 C.F.R. pt. 310).
350. See www.donotcall.gov.
351. Rules and Regulations Implementing the Telephone Consumer Protection

Act of 1991, CC Docket No. 02-278, Report and Order, FCC 03-153,
July 3, 2003, ¶ 77 [hereinafter 1991 TCPA Order] (codified at 47 C.F.R.
pts. 64, 68).

352. Id.
353. Id.
354. 1991 TCPA Order, FCC 03-153 at 76–77; 47 U.S.C. § 227(e)(2).
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registries into the federal database. Thus far, only a handful of states
have enacted specific legislation that accomplishes this integration.355

In addition to the issues surrounding the states’ uses of separate
registries, another unresolved issue is whether the substantive pro-
visions in the state laws are preempted by the federal regulations. The
FCC has determined that the federal regulations constitute a “floor”
and supersede all less restrictive do-not-call statutes.356 Thus, state
laws are preempted to the extent that they are less restrictive than the
federal law.357

The federal law exempts calls made by charities, survey researchers,
political campaigns, companies with which the consumer has a
business relationship, and companies to which the consumer has
given written consent to remain on their calling list. State laws that
contain additional exemptions from liability are preempted, at least
under the FCC’s interpretation. For example, California law exempts
calls made by specified small businesses who call consumers with
respect to goods or services offered by the small business.358 In
addition to the small business exemption found in California and a
few states, other states have adopted exemptions for calls made by
insurance agents, newspapers, funeral directors, and others.359 These
provisions appear to be preempted.

By contrast, state laws are not preempted to the extent they
(i) incorporate more restrictive laws and (ii) such laws govern intrastate
telemarketing. Thus, states may pass laws that contain fewer exemp-
tions than the federal rules with respect to telemarketing that is
conducted solely within that state. For example, Idaho’s exemption
for calls made by charitable organizations is narrower than the
federal law. The Idaho exemption applies only to calls made by
minors seeking to sell goods or services for a charitable purpose or

355. See, e.g., ARIZ. REV. STAT. ANN. § 44-1282 (2005); CAL. BUS. & PROF. CODE
§§ 17590–17591 (2006); LA. REV. STAT. § 45:844.14 (2006); MINN. STAT.
§ 325E.313 (2005); MO. REV. STAT. § 407.1101 (2006); NEV. REV. STAT.
§ 228.540 (2005); N.Y. GEN. BUS. LAW § 399-z (2006).

356. 1991 TCPA Order, at 81.
357. 1991 TCPA Order, at 79, 81.
358. CAL. BUS. & PROF. CODE § 17592(e)(5) (2006).
359. See, e.g., ALASKA STAT. § 45.63.080 (2005) (providing exemptions for

telemarketing calls made by real estate brokers, contractors, funeral
directors, insurance agents, newspapers); IDAHO CODE ANN. § 48-1005
(2005) (providing exemptions for telemarketing calls made by newspaper
publishers, persons whose sales from telemarketing from the prior year
were less than 60% from the result of telephone solicitations, and others);
MISS. CODE ANN. § 77-3-711 (2006) (providing exemptions for telemar-
keting calls made by newspaper publishers, funeral directors, and others)
(repealed effective July 1, 2010); N.C. GEN. STAT. § 75-103 (2005) (providing
exemptions for telemarketing calls made by newspaper publishers, small
businesses, and others).

§ 5:9.1 PROSKAUER ON PRIVACY

5–66



organization.360 This provision appears to survive the federal regime,
at least with respect to intrastate calls.

It is not entirely clear whether the states may enact more restrictive
laws with respect to interstate telemarketing. The FCC stated that it
believes “that any state regulation of interstate telemarketing calls that
differs from our rules almost certainly would conflict with and
frustrate the federal scheme and almost certainly would be pre-
empted.”361 Though the FCC indicated its strong preference for federal
uniformity, it left the door open to considering whether states may
enact more restrictive laws governing interstate calls. It went on to
state that it would “consider any alleged conflicts between state and
federal requirements and the need for preemption on a case-by-case
basis. Accordingly, any party that believes a state law is inconsistent
with section 227 or our rules may seek a declaratory ruling from the
Commission.”362

§ 5:9.2 Laws Restricting Cell Phone Marketing
Cell phones currently are capable of receiving two forms of

unsolicited commercial advertising: text messages and telephone calls.
Unsolicited text messages fall under the purview of the federal

CAN-SPAM Act to the extent that the messages are sent from Internet
addresses.363 Such “Internet-to-phone” text messages are subject to
CAN-SPAM and FCC regulations enacted thereunder, because they are
initially directed by the sender to an address that contains an Internet
domain reference.364

CAN-SPAM and the FCC regulations do not apply, however, to text
messages that are sent from “phone-to-phone” because such messages
do not involve Internet domains.365 Phone-to-phone text messages are
still subject to the prohibition under the Telephone Consumer Protec-
tion Act (TCPA) against using “automatic dialing systems” to dial cell
phone numbers.366 Thus, the only type of text messages that are not
regulated by federal law are phone-to-phone messages in which an
automatic dialing system is not used to dial the number. It is doubtful

360. IDAHO CODE ANN. § 48-1003A (2005).
361. 1991 TCPA Order, at 84.
362. Id.
363. Rules and Regulations Implementing the Controlling the Assault of Non-

Solicited Pornography and Marketing Act of 2003 and Telephone
Consumer Protection Act of 1991, 19 FCC Rec. 15,927, 2004 WL
1794922 (F.C.C.) [hereinafter CAN-SPAM Order], ¶ 16.

364. Id.
365. CAN-SPAM Order, ¶ 17.
366. Id. See also Joffe v. Acacia Mortgage Corp., 121 P.3d 831 (Ariz. Ct. App.

2005) (holding that company ’s use of an automatic dialing system to send
Internet-to-phone text messages violated the TCPA).
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that telemarketers would make significant use of this “loophole”
because it is probably cost-prohibitive to send bulk messages without
using an automatic dialing system.

In any event, state laws might serve to plug this regulatory gap.
Three states currently prohibit sending text messages to cell phones of
subscribers within those states if the principal purpose is to advertise a
good or service.367 These statutes are probably not preempted by
federal law to the extent they are applied to phone-to-phone text
messages that do not rely on automatic dialing systems.

In addition to the regulations governing unsolicited text messages,
the FCC has promulgated regulations that govern unsolicited com-
mercial telephone calls made to cell phones. FCC regulations prohibit
using automated dialers and artificial or prerecorded voices when
dialing cell phone numbers.368 Automated dialers are standard in
the telemarketing industry, so the ability of telemarketers to make
calls to consumers on their cell phones without their consent is
significantly decreased. In addition, consumers can place their cell
phone numbers on the National Do Not Call Registry, discussed
above.369

A few states have supplemented the protections afforded to cell
phone users under federal law by prohibiting carriers from providing
the names and cell phone numbers of their subscribers for inclu-
sion in a telephone directory without the express consent of the
subscriber.370

§ 5:10 Electronic Eavesdropping

§ 5:10.1 State Statutory Schemes
Forty-nine states, and the District of Columbia, have enacted

legislation making illegal one or more forms of electronic surveil-
lance.371 Thirty-eight states, including New York, and the District of

367. CAL. BUS. & PROF. CODE § 17538.41 (2006); R.I. GEN. LAWS § 5-61-3.5
(2005); WASH. REV. CODE § 19.190.060 (2006).

368. 47 U.S.C. § 227(b)(1); 47 C.F.R. § 64.1200(a)(1)(iii) (2006); 1991 TCPA
Order, at 165.

369. 1991 TCPA Order, at 166.
370. CAL. PUB. UTIL. CODE § 2891.1(b) (2006); CONN. GEN. STAT. § 16-247s

(2006); TEX. UTIL. CODE ANN. § 64.202 (2005).
371. ALA. CODE §§ 13A-11-30 to -31 (2006); ALASKA STAT. § 42.20.310 (2005);

ARIZ. REV. STAT. ANN. § 13-3005 (2006); ARK. CODE ANN. § 5-60-120
(2005); CAL. PENAL CODE § 630 et seq. (2006); COLO. REV. STAT. §§ 18-9-301,
18-9-303 (2006); CONN. GEN. STAT. § 52-570d (2006); DEL. CODE ANN.
tit. 11, § 2402 (2005); D.C. CODE §§ 23-541, 23-542 (2006); FLA. STAT.
§§ 934.01 to .03 (2005); GA. CODE ANN. §§ 16-11-62, 16-11-66 (2005);
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Columbia, make surveillance legal with a single party ’s consent.372

Eleven states, including California and Illinois, require that all parties
consent for the surveillance to be legal.373

Vermont is the only state with no law on the books addressing the
interception of communications; however, the state’s highest court has
held that electronic monitoring of communications in a person’s
home constitutes an unlawful invasion of privacy.374

HAW. REV. STAT. § 803-42 (2005); IDAHO CODE ANN. § 18-6702 (2005); 720
ILL. COMP. STAT. 5/14-1, -2 (2006); IND. CODE § 35-33.5-1 et seq. (2005); IOWA
CODE § 727.8 (2005); KAN. STAT. ANN. §§ 21-4001, 21-4002 (2004); KY. REV.
STAT. ANN. §§ 526.010 to .020 (2005); LA. REV. STAT. ANN. § 15:1303 (2005);
ME. REV. STAT. ANN. tit. 15, §§ 709–10 (2006); MD. CODE ANN. CTS. & JUD.
PROC. § 10-402 (2006); MASS. GEN. LAWS ch. 272, § 99 (2006); MICH. COMP.
LAWS § 750.539c (2006); MINN. STAT. §§ 626A.01, .02 (2005); MISS. CODE
ANN. § 41-29-501 et seq. (2006); MO. REV. STAT. § 542.402 (2006); MONT.
CODE ANN. § 45-8-213 (2006); NEB. REV. STAT. § 86-290 (2006); NEV. REV.
STAT. §§ 200.610 to .620 (2006); N.H. REV. STAT. ANN. §§ 570-A:1, -A:2
(2005); N.J. STAT. ANN. § 2A:156A-1 et seq. (2006); N.M. STAT. § 30-12-1
(2006); N.Y. PENAL LAW §§ 250.00, .05 (2006); N.C. GEN. STAT. § 15A-287
(2006); N.D. CENT. CODE § 12.1-15-02 (2006); OHIO REV. CODE ANN.
§ 2933.51 et seq. (2006); OKLA. STAT. tit. 13, § 176.1 et seq. (2006); OR.
REV. STAT. §§ 165.540, .543 (2006); 18 PA. CONS. STAT. § 5701 et seq. (2005);
R.I. GEN. LAWS § 11-35-21 (2005); S.C. CODE ANN. §§ 17-30-20, -30 (2005);
S.D. CODIFIED LAWS §§ 23A-35A-1, 23A-35A-20 (2006); TENN. CODE ANN.
§ 39-13-601 (2006); TEX. PENAL CODE ANN. § 16.02 (2005); UTAH CODE
ANN. § 77-23a-1 et seq. (2005); VA. CODE ANN. §§ 19.2-61, -62 (2006);
WASH. REV. CODE § 9.73.030 (2006); W. VA. CODE § 62-1D-1 et seq.
(2006); WIS. STAT. §§ 968.27, .31 (2005); WYO. STAT. ANN. §§ 7-3-701,
-702 (2005).

372. Alabama, Alaska, Arizona, Arkansas, Colorado, Delaware, District of
Columbia, Georgia, Hawaii, Idaho, Indiana, Iowa, Kansas, Kentucky,
Louisiana, Maine, Michigan, Minnesota, Mississippi, Missouri, Nebraska,
New Jersey, New Mexico, New York, North Carolina, North Dakota, Ohio,
Oklahoma, Oregon, Rhode Island, South Carolina, South Dakota,
Tennessee, Texas, Utah, Virginia, West Virginia, Wisconsin, and
Wyoming. Despite the apparently plain language of the Michigan statute
requiring two-party consent, a Michigan court has interpreted the statute
as not requiring two-party consent for recording by a participant in the
conversations. Sullivan v. Gray, 324 N.W.2d 58 (Mich. 1982). Under
Sullivan, a participant does not need the other party ’s consent to record,
but a third party must have both parties’ consent. However, in a 1999
decision, the Michigan Supreme Court noted that “a participant may not
unilaterally nullify other participants’ expectations of privacy by secretly
broadcasting the conversation.” Dickerson v. Raphael, 601 N.W.2d 108
(Mich. 1999). Thus, it appears that the Michigan courts have interpreted
the statute to mean a participant can record but not broadcast the
conversation without the other party ’s consent.

373. California, Connecticut, Florida, Illinois, Maryland, Massachusetts,
Montana, Nevada, New Hampshire, Pennsylvania, and Washington.

374. State v. Geraw, 795 A.2d 1219, 1220 (Vt. 2002).
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In July 2006, the California Supreme Court expressly ruled that
out-of-state companies are subject to California’s law requiring two-
party consent for the recording of telephone conversations made to or
received from California.375 A company may implement or maintain a
practice of recording calls made to or from California clients or
customers, provided that the clients or customers are informed at
the outset of the call of the company ’s policy of recording such calls.

§ 5:11 Radio Frequency Identification

Radio Frequency Identification (RFID) allows interested parties to
identify, track, and store information on a tag that is embedded in
products, cases, palettes, cards, or other objects. RFID technology has
become widespread, ranging from building access control to shipment
tracking. The technology has caused great concern among privacy
advocates,376 and fifteen states have passed legislation addressing use
of RFID technology: Arkansas, California, Delaware, Michigan,
Nevada, New Hampshire, North Dakota, Oklahoma, Rhode Island,
Texas, Vermont, Virginia, Washington, Wisconsin, and Wyoming.
Legislation considered by Congress in 2004 died in committee.377

California prohibits the mandatory or coercive subcutaneous
implanting of an RFID into any person,378 as do Oklahoma,379 North
Dakota,380 and Wisconsin.381 Delaware prohibits installing a
location tracking device on another ’s vehicle without the owner ’s or
lessor ’s consent.382 New Hampshire has established a commission on
the use of radio frequency technology. The committee submitted its
report on November 24, 2008.383 New Hampshire also prohibits
the use of surveillance devices, including RFID devices, to identify
ownership of a vehicle or the identity of a vehicle’s occupants.384

375. Kearney v. Salomon Smith Barney, Inc., 31 Cal. 4th 95 (2006).
376. See, e.g., Position Statement of various privacy groups, available at www.

spychips.com/jointrfid_position_paper.html (last visited Mar. 2, 2010).
377. Opt Out of ID Chips Act, H.R. 4673, 108th Cong. (2004). The FTC and

the General Accounting Office have issued reports on the same issue. See
Fed. Trade Comm’n, Radio Frequency Identification: Applications and
Implications for Consumers (Mar. 2005), www.ftc.gov/os/2005/03/
050308rfidrpt.pdf; Gov ’t Accountability Office, Information Security:
Radio Frequency Identification Technology in the Federal Government,
at 1 (May 2005), www.gao.gov.cgi-bin/getrpt?GAO-05-551.

378. CAL. CIV. CODE § 52.7 (2008).
379. OKLA. STAT. tit. 1, § 1-1430 (2008).
380. N.D. CENT. CODE § 12.1-15-06 (2008).
381. WIS. STAT. § 146.25 (2008).
382. DEL. CODE ANN. tit. 11, § 1335 (2008).
383. H.B. 203 (N.H. 2006), www.gencourt.state.nh.us/statstudcomm/reports/

1812.pdf (last visited Mar. 2, 2010).
384. N.H. REV. STAT. § 236.130 (2008).
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Michigan385 and Washington386 require encryption or other security
measures if RFID technology is used in driver ’s licenses or state
identification cards, and Washington prohibits, with certain excep-
tions, the scanning of an RFID tag by anyone except the business or
agency that issued the tag.387 Wyoming expressly permits the use of
RFID tags by telepharmacies.388

Nevada prohibits capturing, storing, or reading information from a
person’s RFID document for the purpose of knowingly or intentionally
committing fraud, identity theft, or any other unlawful act, without
that person’s prior knowledge and consent.389 Nevada defines an RFID
document as a document containing data that are issued to an
individual for the primary purpose of establishing identity.390 Rhode
Island prohibits using RFID for tracking the movement or identity of
any student on school grounds, at school functions, or while being
transported to or from school grounds or school functions.391

Some states have focused on RFID in driver ’s licenses and personal
identification cards. Arkansas prohibits the inclusion of an electronic
chip or any type of RFID tag or chip in any driver ’s license or
identification cards.392 Michigan allows its secretary of state to issue
an enhanced driver ’s license or personal ID that contains RFID,
limited to a randomly assigned number that is encrypted, if agreed
to by the Department of Homeland Security.393 Michigan further
requires the secretary of state to ensure that the RFID technology is
secure from unauthorized access and includes reasonable security
measures to protect against unauthorized disclosure of personal in-
formation.394 Vermont does not allow compiling or maintaining a
database of electronically readable information from an enhanced
identification card or driver ’s license.395 Personal RFID chip numbers
in Vermont will be given federal protection under the Drivers Privacy
Protection Act.396 Virginia prohibits its Department of Motor Vehicles
from following any potential federal law requiring the department to
use computer chips or RFID tags in driver ’s licenses or identification
cards.397

385. MICH. COMP. LAWS § 28.304 (2008).
386. WASH. REV. CODE § 46.20.121 (2008).
387. WASH. REV. CODE §§ 42.56.230, 42.56.330 (2009).
388. WYO. STAT. ANN. § 33-24-156 (2008).
389. NEV. REV. STAT. §§ 205.461 to 205.4675 (2009).
390. Id.
391. R.I. GEN. LAWS §§ 42-153-1 to -4 (2010).
392. ARK. CODE § 27-16-1206 (2009).
393. MICH. COM. LAWS § 28.304 (2008).
394. Id.
395. VT. STAT. ANN. tit. 23 § 7 (2008).
396. Id. § 8 (2008).
397. VA. CODE ANN. § 46.2-323.01 (2009).
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In addition to state regulation, a number of industry leaders have
agreed on principles of self-regulation. EPCglobal, an industry organi-
zation that develops standards for the electronic product code (EPC) in
RFID technology, has set forth Guidelines on EPC for Consumer
Products.398 These guidelines provide that consumers “be given clear
notice of the presence of EPC on products or their packaging and will
be informed of the use of EPC technology.”399 Further, the guidelines
require that consumers “be informed of the choices that are
available to discard or remove or in the future disable EPC tags from
the products they acquire. It is anticipated that for most products, the
EPC tags would be part of disposable packaging or would be otherwise
discardable.”400

Wal-Mart, one of the first retailers to try to implement EPC, has
placed a list of frequently asked questions regarding EPC on its
website.401 It explains that EPC tags will be clearly labeled on all
packaging containing EPC and that customers can throw away the
EPC tag if they do not want to keep it.402

Procter & Gamble likewise has issued a position statement on EPC
tags “supporting the application of the following privacy principles for
item-level EPC:

1. Clear and accurate notice should be provided wherever EPC is
being used, and consumers should be informed as to whether
products they are buying contain EPC tags.

2. Consumers should have a choice as to whether EPC tags in
the products they buy are permanently disabled or discarded,
without incurring cost or penalty.

3. Consumers should have a choice as to whether personally
identifiable information about themselves is electronically
linked to the EPC number on products they buy.”403

398. EPCglobal, “Guidelines on EPC for Consumer Products” (rev. Sept. 2005),
available at www.epbglobalinc.org/public/ppsc_guide/.

399. Id.
400. Id.
401. See http://walmartstores.com/Suppliers/271.aspx (last visited Mar. 2,

2010).
402. Id.
403. See www.pg.com/en_US/downloads/sustainability/pov/Privacy_EPC.pdf

(last visited Mar. 2, 2010).
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