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The legal issues associated with wireless marketing are complex, developing, and evolving through current litigation.  The outline below is meant to serve as general overview of the key issues that may arise and certain initial compliance considerations that an organization should analyze prior to jumping into the world of marketing to wireless devices.

I. What is Marketing to Wireless Devices?

Marketing to wireless devices includes the use of text messages (both “free” and “premium messages”), e-mails sent to wireless devices, the use of WAP sites, and the use of Bluetooth technologies.  Everyday examples of wireless marketing campaigns include daily news alerts, text message sweepstakes, ringtones, realtones, video clips, and wallpapers.

II. What Regulations/Guidelines Apply?

There are a number of regulations and guidelines that apply to wireless marketing.  Typically, wireless marketers will need to consider:

· the Telephone Consumer Protection Act (TCPA);

· the Mobile Marketing Association’s Consumer Best Practice Guidelines;

· FCC regulations
 implementing the CAN-SPAM Act;

· Customer Proprietary Network Information Rules (CPNI); and

· Federal and state statutes that apply to advertising and marketing.

Note that other industry guidelines may also be applicable, including those issues by the CTIA, an International Association for the wireless telecommunications industry.

In addition, wireless marketers must consider the potential application of the Children’s Online Privacy Protection Act
 to the collection of personally identifiable information via wireless devices.

Below, please find a discussion of several of the regulations and guidelines referenced above.

A. TCPA

The extent that the TCPA (as implemented by FCC regulations) applies to text message campaigns is under serious debate at this time, with numerous class action lawsuits challenging text messages under the TCPA, many of which have settled and some of which are making their way through the court system.  At this time, it is fair to say that the TCPA may prohibit sending commercial text messages (SMS and MMS) to wireless devices unless the recipient has provided prior express consent for the message to be sent.  And an organization that does not want to be part of defending an action and helping to create the law in this area will want to ensure that it obtains prior express consent for the text messages it sends.

Typical methods for obtaining the required authorization under the TCPA include the use of web site sign-up forms and asking users to text a sign-up keyword into a designated shortcode.  Also, all material terms of the mobile offer should be presented at the time of authorization so that consent is adequate.
i. Recent TCPA Litigation

While there are not many judicial decisions interpreting the TCPA, there have been a multitude of cases filed and a number of settlements.  Many cases are filed as class actions because the TCPA offers statutory damages of $500 per violation (which, according to most plaintiffs, is per text message sent in violation of the TCPA).
  Below are brief descriptions of a few recent cases:

· Shen v. Distributive Networks, LLC:  A class settlement was approved on April 5, 2007.  In Shen, the defendant allegedly distributed commercial text messages without prior user consent.  The case settled for up to $150 per class member.

· Illinois v. C & C Global Enterprises LLC: A consent decree was approved July 10, 2007 for $10,000.  The suit was filed by the Illinois Attorney General.  According to the suit, the defendant allegedly sent unsolicited commercial text messages to Illinois residents.  The messages invited residents to sign up at designated web sites to learn about time share property.  The web site asked users to sign-up and provide payment.  Users were allegedly never contacted again.  The AG filed claims under the TCPA and Illinois consumer fraud act.

· Cellco Partnership v. Passport Holidays, LLC:  Verizon’s complaint alleged that 98,212 messages were sent to Verizon customers advertising “free” trips (e.g., “You just WON a cruise to the Bahamas call . . .”). Verizon positioned this activity as an “attack on Verizon’s interstate text messaging network.”  Verizon filed claims under the TCPA, the Computer Fraud and Abuse Act, the New Jersey Computer Fraud Statute and common law claims of invasion of privacy, trespass, trespass to chattels, conversion and civil conspiracy.  A judgment for approximately $210,000 was entered by the court.

As stated above, few TCPA cases have proceeded to final judgment.  However, a recent decision Satterfield v. Simon & Schuster
 is noteworthy.  In that case the plaintiff class alleged a TCPA violation for text messages sent without express consent.  The court, however, granted defendants’ motion for summary judgment on two independent grounds:
· defendants did not use an automatic telephone dialing system as defined by the TCPA;
 and 

· defendants did provide express consent for the messages even though the opt-in clickwrap utilized does not specifically reference Simon & Schuster as a potential sender of the messages.

This case raises significant issues with regard to scope of TCPA.  First, is the mere use of a list of numbers exempt from TCPA regulation because when using this method the caller does not store, produce, or call randomly or sequentially generated telephone numbers, and to what extent must opt-in consent include a full description of the content to be received and all parties providing such content?  Continuing litigation will hopefully clarify boundaries.

Finally, the mobile space has seen a rapid increase in law suits filed over “ported” or “recycled” numbers.  A ported number is a number that originally belonged to one mobile subscriber, was given up by that individual (for example because he/she cancelled a contract with a wireless provider); and was then picked up by a new individual.  Plaintiffs are claiming that as the “new” owner of a mobile number they are receiving text messages for which the “old” owner provided express consent.  This, according to plaintiffs, is a violation of the TCPA because the owner actually receiving the messages did not provide consent.  Continuing litigation will also clarify the boundaries in this arena.  However, as a practical matter, it is most prudent for the “senders” of text messages and text message aggregators to work with carriers on identifying numbers that have been ported and to scrub those numbers against established opt-in lists.
B. Mobile Marketing Association (“MMA”) Consumer Best Practice Guidelines (“Guidelines”)

The MMA is a self-regulatory group and the guidelines are technically voluntary.  However, carriers and/or aggregators often require compliance with the MMA Guidelines as part of their standard contracts.  Further, the MMA Guidelines have quickly become a baseline standard for best practice in the space.  The MMA Guidelines address a number of topics, including:

· the express consent requirement;

· methods for obtaining express consent;

· how to promote and achieve consent for standard rate programs;

· how to promote and achieve consent for premium rate programs;

· required advertising disclosures (including within text messages):

· how to provide participants with opt-out functionality and how to disclose the functionality; and

· handling of ported or recycled numbers.

C. CAN-SPAM Act

Commercial e-mails sent to wireless devices are governed by the FCC regulations implementing the CAN-SPAM Act (the “Act”).
  Generally, the Act prohibits sending commercial e-mails to wireless e-mail address unless the recipient provides prior express authorization.  Note, however, that the act does not govern messages sent to a computer that the recipient automatically forwards to his/her wireless device.
Prior express authorization under the Act can be oral or written.
  Further, FCC comments indicate that online authorization using click wrap mechanism is acceptable.  The authorization applies solely to the person or entity seeking authorization and not third parties (including affiliated entities).
  All requests for authorization must disclose that the recipient is agreeing to receive commercial e-mails to a wireless device from a specific sender, that the recipient may be charged by their wireless service provider for receipt of the messages, and that the recipient may revoke his/her authorization at any time.
  The FCC regulations also require the following for any commercial e-mail sent to wireless addresses:
· the initiator must identify itself or themselves so that recipient can reasonably identify the sender as an entity authorized to send e-mails;

· the messages must include an opt-out mechanism;

· the initiator must cease sending messages within 10 days of opt-out;

· if authorization for the e-mail was provided electronically, the e-mail must contain instructions how the recipient can opt-out using the same electronic means;

· at least one opt-out method must be free;
 and
· at least one opt-out method must remain active for 30 days after transmission of the e-mail.

Alternatively, the FCC maintains a list of domain names at the following web site: http://www.fcc.gov/cgb/policy/DomainNameDownload.html that are associated with e-mail addresses assigned to mobile devices.  If a company scrubs its distribution list against the FCC’s list 30 days (or fewer) prior to distributing commercial e-mails to that list and the company has no reason to believe that e-mail addresses not scrubbed off the list belong to wireless devices, the company need not comply with the FCC requirements set forth above for the commercial e-mails.  Note, however, that typical CAN-SPAM requirements under FTC regulations will still apply.

III. Additional Approaches to Wireless Marketing

A. WAP Sites

There are a number of privacy-related issues to consider when developing WAP sites, including CAN-SPAM and COPPA compliance.  Also, companies should consider the extent to which Privacy Policies, Terms of Use and DMCA disclosures need to be included.

B. Text Message Sweepstakes

The key issue for text message sweepstakes is the fee associated with entering (standard or premium rates).  Both standard rate and premium rates are considered “purchases.” Accordingly, for all sweepstakes, there must be a free method of entry.  One easy solution is to offer an Internet entry that does not require a purchase or another form of consideration.  Also, in addition to offering the free method of entry, any premium fee associated with wireless participation should be ancillary to the sweepstakes entry.  The fee paid must be for an item of independent value and not simply for an entry into the sweepstakes.  Typically, companies will elect to offer a product, such as a ringtone or wallpaper, that has independent value and is not offered for free outside the scope of the sweepstakes.
There have been a number of class action law suits filed over text message sweepstakes.  On December 11, 2007, a new class action complaint was filed alleging that the Lucky X game offered during the NBC television show “Amercia’s Got Talent” constitutes illegal gambling.  This lawsuit follows a series of other similar class actions filed in California and Georgia involving the same show, “The Apprentice,” “Deal or No Deal,” and “1 vs 100.”  All of these cases center on the practice of offering a sweepstakes where participants effectively pay the sponsor a premium charge (e.g., $.99) to get an entry.  While the sponsors of these text message sweepstakes uniformly offer participants the option to enter the sweepstakes at a web site (i.e., without incurring a premium text message charge), all of these complaints, including this most recent one, center on the argument that the test is not whether there is an alternate means of free entry, but instead, whether those who do pay have incurred charges for only a chance to win a prize.  This most recent Lucky X game lawsuit, however, raises a few new twists.  First, in an attempt to address the issue of paying only for a chance to win a prize, the game sponsors sent all people that entered via text message a factoid in a return confirmatory text message.  This was likely done to set up an argument for the defense that people paid for the factoid and received a sweepstakes entry—similar to buying a soft drink at a restaurant and receiving a game piece for an instant win game.  The complaint makes light of this attempt and claims that, even though a free way to enter was offered (entry at a web page), the text message entry aspect of the promotion made the promotion illegal gambling under California law.   

In light of the litigation swirling in this area, strongly consider seeking legal review of each wireless sweepstakes prior to launch.

IV. Viral Marketing

Viral marketing typically involves the use of “send to a friend” functionality.  Tread carefully in this arena, as under typical send to a friend functionality the friend recipient of a wireless message has not provided any consent for that message.  If you must proceed with this type of feature, consider: (1) avoiding the inclusion of any commercial content in the message; (2) having the user act as sender of the message and not your organization; and (3) not offering any sort of rewards or inducements for sending messages to a friend.  Finally, consider seeking legal review of the feature prior to launch.
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