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Privacy law is still grappling to come to grips with the technological changes of the waning of the twentieth century, primary among them the explosion of the Internet onto the stage of commerce, communication, public dialogue, and social interaction.  Technological change continues apace, however, without pausing for the law to catch up.  In this lecture, we will look briefly at some of the privacy law questions that arise as a result of technology’s continued march.  Specifically, we will introduce the subjects of Radio Frequency Identification (RFID) and location tracking, biometric technology, and data mining and consider how privacy law has (or has not) begun to deal with the social implications of these technologies.
 

I.
RFID and Location Tracking

A.
What is RFID?


Radio Frequency Identification technology (or RFID) is a means to identify objects from a distance based on information that is frequently encoded in small “RFID tags” embedded in the objects.  The tags, which can be thought of as “electronic bar codes,” store information about their associated “objects” which can range from simple inventory information about a tennis shoe through information about the proper usage and potential side effects of a medication to the medical records of an individual.  The tags emit radio signals that are read by “tag readers.”  Currently, most RFID tags are passive, meaning that they contain no internal battery supply and are powered only by an incoming radio frequency signal.  They have very limited processing ability and, importantly for privacy concerns, limited transmission range.  However, active RFID devices, with greater processing capability and greater transmission range exist and are undergoing further development.  The primary technical barriers to wider deployment of active RFID devices are cost and size.  Historical experience with computer devices suggests that these barriers will eventually (and perhaps rather quickly) be surmounted at least to some extent, so that in thinking about future challenges to privacy law we should at least contemplate the possibility of RFID devices with significant range and processing ability.


There are many potential applications of RFID technology.  A primary commercial implementation of RFID tags is in tracking inventory.  Indeed, replacement of (or supplement to) the traditional barcode or UPC in product identification in the commercial supply chain is probably the most imminent large-scale commercial use of RFID.  Tags have been used so far primarily for pallet and container tracking.  Though there are ongoing disputes as to the cost-benefit tradeoff of RFID tracking using current technology, Wal-Mart, which has been an early adopter of the technology, increasingly requires its suppliers to place RFID tags on shipments to its warehouses and claims to be seeing returns on its investments in RFID technology.
  Tracking of individual items is not common at present, but is an anticipated use of the technology.  The eventual use of RFID technology to augment -- or perhaps replace -- barcodes is anticipated by the establishment of an industry standards organization, EPCGlobal, Inc., to “establish and support the Electronic Product Code (EPC) Network as the global standard for immediate, automatic, and accurate identification of any item in the supply chain of any company, in any industry, anywhere in the world,” mainly through implementation of RFID.
  


Inventory control is only one of many current and prospective uses of RFID technology.  Automatic toll payment systems, electronic cash systems, and building access systems use RFID technology.  RFID is used to track library books and airline baggage.  Implantable and wearable RFID chips are used not only to store medical information for emergency purposes, but to keep track of pets, livestock, children, and even government officials.
  If RFID tagging of individual items becomes common, many possible applications are envisioned -- from refrigerators that keep track of when the milk has expired and medicine cabinets that give prescription refill reminders to automatic sorting of recyclables.


Along with the many potential private sector uses of RFID technology there are government-based initiatives to incorporate RFID.  These include logistics support and material tracking in the Defense Department; drug authentication programs in the Health and Human Services Department; freight and mass transport applications in the Transportation Department; patient and supply chain tracking in the Veterans Affairs Department; records management in the Treasury Department; mail security and tracking at the U.S. Postal Service; immigration, border control, search and rescue, and disaster response activities at the Homeland Security Department; hazardous materials management at the National Aeronautics and Space Administration; electronic passport and identity control at the State Department; and animal tracking for disease control at the Agricultural Department.
,
  Many of these applications are similar to private sector uses -- controlling shipments, avoiding counterfeiting of pharmaceuticals, managing records.  However, proposals -- and in some cases requirements -- to use RFID technology in passports and drivers licenses have been particularly controversial.  The United States State Department plans that all passports issued after October 2006 will be RFID-enabled and began testing the technology for reading RFID-enabled passports (already issued in some countries) at the San Francisco Airport in early 2006.


RFID is primarily of use for object identification at relatively short distances.  There is the potential, however, to combine RFID with the long range tracking capability of GPS.  The Global Positioning System (GPS) is a constellation of satellites that allows continuous tracking and navigation.  Many automobiles now use GPS technology in mapping and navigation systems, as well as in emergency assistance programs such as OnStar.  Cellular telephones employ GPS to assist with location of callers in 911 emergency response systems.  Some have suggested that RFID may be used as a component of a larger item-tracking system when combined with modern GPS devices.

B.
Privacy Implications of RFID


Privacy concerns surrounding RFID technology primarily center around its ability to enhance the effectiveness of surveillance -- by governments both democratic and oppressive, and by private parties both legitimate and criminal.  Many of the potentially useful applications of RFID tags require that they be relatively easily readable.  One can anticipate that RFID readers will become widely available if these applications become widespread.  This easy readability raises several kinds of privacy concerns.  The potential for criminals to be able to read the denominations of the bills in an individual’s wallet, the nature of the prescription drugs in her purse, the brand of her jewelry, and so forth is disconcerting.  Moreover, if RFID tags contain unique identifiers for each object, as they are likely to do (not just that you are wearing a particular brand of sneakers, but which pair) they can in principle be used for a kind of physical surveillance similar in principle to the way that cookies are used to track online activities.  A store, for example, could keep a database of the purchases of the person wearing a particular pair of sneakers, in the way that a computer “cookie” allows tracking of the online purchases of a person using a particular computer.  Such databases could be pooled to obtain a more complete picture of a particular sneaker wearer’s shopping behavior -- and even to tie him or her to a name and address through records of the original purchase.  While such databases would probably be maintained by private entities, they would no doubt be of great interest to governments as well, paralleling government interest in current compilations of personal data.  (See Section III below.)


  Several technological solutions to these privacy problems have been proposed, but none is entirely satisfactory.  The simplest proposal is simply to “kill” RFID tags at the point of purchase of an item.  A similar proposal is to provide notice to customers that RFID tags are present and to make the tags removable so that individuals can “opt out” of RFID.  The problem with both of these proposals is that if item-by-item RFID becomes commercially feasible it will facilitate not only surveillance, but also many useful applications as mentioned above.  “Killing” or removing the tags removes the potential for these useful applications as well.  RFID tags are also rather easily physically shielded by appropriate metal foils.  Indeed, Mylar bags have been distributed in California to shield RFID toll payment devices when they are not being used to pay tolls.  However, the more widespread RFID tagging becomes, the less practical the Mylar shielding solution becomes -- one cannot keep one’s sneakers in a Mylar bag!  Encryption also has its problems, the most obvious being that the encrypted identifier of a pair of sneakers is just as useful for tracking the sneakers as the decrypted version that gives a complete description of them.  Another proposed solution is the “privacy bit” -- a digital rights management-type approach in which the owner of an object can make the object’s RFID tag unreadable by a “public-type” RFID reader, while it remains readable by a “private-type” reader.
  Unfortunately, these technologies -- like digital rights management technologies more generally -- would be prime targets for hackers and it would be difficult to control the use of private versus public-type tag readers.


The use of RFID tags in passports, driver’s licenses, and other means of identification poses different privacy challenges.  These tags must remain readable to fulfill their purpose, of course.  They might be shielded when not in use, but when they are presented for identification purposes they must be unshielded and must contain very personal information (including, perhaps, biometric information as discussed in Section II below).  Though such documents will be designed to be readable only at close distances, the potential for surreptitious reading of these identifying documents is cause for concern, especially if their widespread deployment motivates the development of more sensitive readers.  A recent study also suggests that RFID tags can be vulnerable to software viruses.
  

C.
Legal Regulation of RFID


Regulation of RFID technology is fast becoming a matter of national -- and international -- concern, though there is still little regulation on the books.  The National Conference of State Legislatures reported that legislation with some bearing on the use of RFID technology was introduced in twelve states in 2005 and is being considered in at least thirteen states in 2006.
  A number of bills were also introduced in 2004.  While the proposed legislation ranged from financing studies to comprehensive regulatory schemes, only Utah, Virginia, and Wyoming had legislation in place as of this writing and that legislation was limited to specific circumstances, such as the handling of information from automatic toll collection or the use of RFID for inventory control by pharmacies.
  A more up to date review of state RFID legislation will be provided at the lecture.


As already discussed, the U.S. State Department has begun issuing RFID-enabled passports on a limited basis and plans to include RFID coding on all passports issued beginning in October 2006.  These passports are intended to be in compliance with international standards for electronically readable passports (which are also to contain at least some biometric information) adopted by the International Civil Aviation Organization.  The passports are purportedly designed to minimize the possibility of unauthorized access to the information contained in the RFID coding by minimizing the distance over which they may be read and by use of a PIN-based system known as Basic Access Control.


Proposals to use RFID in driver’s licenses have also been controversial.  Recent testimony at a California Senate hearing on the REAL ID Act suggested that regulations to be issued by the Department of Homeland Security will not require RFID coding on driver’s licenses to comply with REAL ID requirements, at least for now.
  State legislatures, however, may still decide to employ RFID encoding on driver’s licenses.


Outside of the United States, RFID regulation is also under consideration.  Recently, the European Commission (EC) stated its intention to develop a set of technical standards as to RFID, while at the same time considering related privacy concerns.
  The EC concluded that RFID tags will inevitably replace bar codes in retail stores, and that effects on consumer privacy are a clear consequence.  Along with addressing privacy concerns that would require legislative responses, the Commission concluded that “Europe needs to agree on common technical standards, to ensure RFID interoperability across borders and also on a common radio spectrum band for RFID to use.”
  


At a recent conference of the Organization for Economic Cooperation and Development (OECD), RFID was said to pose “enormous potential for economic growth and innovation, but also [to pose] serious policy questions for government officials, particularly over privacy and data protection and the development of international standards.”
  Consideration was given to existing privacy standards’ ability to deal with the new issues presented by technologies such as RFID.  Japan has already proposed new RFID guidelines.

II.
Biometric Technologies

A.
What are Biometrics?


Biometric technology is the use of physiological or behavioral characteristics for identification or verification of identity.  The basic approach of modern biometrics is to obtain a biometric identifier from an individual, make a record of the biometric in a database, and then compare biometric information obtained at a later date with the database to identify the individual concerned.  The most commonly used biometric identifier is the fingerprint.  More recent biometric identification schemes use iris pattern recognition, retina pattern recognition, skin spectrum, ear pattern recognition, gait, facial characteristic recognition, voice verification, signature verification, typing pattern/keystroke dynamics, and hand/finger geometry.  The quality and appropriateness of a given biometric scheme for a given purpose may be evaluated along several dimensions, including the universality of the identifier (some individuals do not have fingerprints, for example); its uniqueness among the population, its permanence (facial identification can be disrupted by changes in facial hair, hairstyles, and by aging, for example); its collectability (which is dependent upon whether collection is voluntary or surreptitious); its acceptability to the public; and the ease with which a system relying on the feature may be circumvented.
  


In considering both the effectiveness and the privacy implications of biometric technology it is important to distinguish between the use of biometric technology to verify  identity and its use to identify individuals without their cooperation.  Use of biometrics for identity verification is both more accurate than its use for involuntary identification and raises fewer, though still significant, privacy concerns.  Identity verification is more accurate because the individual voluntarily submits the necessary biometric information, which can thus be more reliably obtained (think of the difference between fingerprints obtained voluntarily and those collected at a crime scene).  Identity verification is also more accurate because it involves comparison with a known database entry rather than a search through a database for a “good match.”


Biometrics technologies are used in the private sector to provide security by limiting access to particular physical locations; to verify attendance or log time; to secure computer and network access; for financial transactions (such as ATM use); for providing privacy in health services (by limiting record access); and in telecommunications.
  Biometric identifiers are also increasingly used in routine commercial setting, such as for access to tanning salons and health clubs.  Current and prospective public sector applications of biometric technologies include surveillance, criminal identification, identification for government benefit distribution, voter identification, passports, visas, border control, driver’s licenses, and the same types of access security measures used in the private sector.
  Biometric identifiers (primarily hand and fingerprint scans) are also used to control access to college dormitories and even to pay for school lunches.
B.
Privacy Implications of Biometric Technology


Privacy concerns regarding the use of biometric technology are of several types.  First, there are concerns about the potential for biometric technologies -- particular those such as facial and gait recognition -- to be employed in privacy-invasive surveillance.  These concerns are coupled with concern for the potential loss of the practical anonymity that often accompanies public activities, especially those involving political expression.
  Second, there are concerns with the expense and limited accuracy of biometric technologies, especially when used not for verification of identity, but for involuntary identification.  Third, there are concerns about how stored biometric data will be used.  In this category are worries about theft or fraud involving biometric data, along with worries about “function creep” in which biometric data collected for an acceptable purpose might later be used for unacceptable purposes.  Because many biometric systems are relatively easily fooled or “spoofed” by identity thieves, and because biometric characteristics (unlike passwords or identification numbers) are not easily replaced, biometric technology is a true double-edged sword in the arena of identity theft, promising to protect against identity theft by providing more secure access controls while at the same time threatening a more devastating and irreversible form of identity theft.

C.
Legal Regulation of Use of Biometrics


In the United States, the use of biometric technology by the government is regulated to some extent by the Fourth Amendment’s restrictions on searches and seizures.  However, for many of the most likely governmental uses of biometric technologies, Fourth Amendment limitations may well be minimal.  Many biometric identifiers are features regularly exposed in public and collection of the biometric characteristic may not require any kind of physical intrusion.  These kinds of characteristics have generally not been deemed subject to Fourth Amendment protection.  Other uses of biometric identifiers, such as verification of identity during travel, will likely be deemed “part of a general regulatory scheme in furtherance of an administrative purpose” and hence subject to limited Fourth Amendment scrutiny.
  Government maintenance of records of biometric information comes under the auspices of the Privacy Act of 1974, as amended by the Computer Matching and Privacy Protection Act of 1988.  The Privacy Act regulates the use and disclosure of information collected by government agencies.  While the Privacy Act implements a general rule of consent to disclosure of information contained in an agency record, there are numerous exemptions, including those for law enforcement purposes and for “routine use,” which weaken the protections of the Act.
 


Recently, the most widely discussed potential application of biometric technology by governments in the U.S. is in improving the reliability of identification documents, such as passports and driver’s licenses.  While the use of biometric technology in such documents has been widely discussed, it has yet to be widely implemented.  Recent reports caution against a rush to incorporate biometric data into identification documents.  Speakers at the International Association of Privacy Professionals 2006 Summit, for example, noted that there is “not a widespread movement by governments and other organizations to adopt [biometric] technology.”  Though document upgrade efforts for identification cards for federal workers and contractors, driver’s licenses, and electronic passports are underway, these efforts have not generally involved the use of biometric identifiers beyond digital photographs and, in some cases, fingerprints.  New electronic passports being issued by the State Department, for example, will contain no biometric identifiers beyond a digital copy of the passport photograph.  It also appears unlikely that regulations under the federal REAL ID Act will require the use of any biometric identifiers beyond a digital photograph.
  Meanwhile, a number of states have begun to incorporate some form of digital biometric identification (most commonly a digital photo or fingerprint) into their driver’s licenses and state identification cards or to require submission of a biometric identifier at the time of application.
  Recently, Minnesota announced that it intends to employ facial recognition technology in its driver’s licenses,
 but widespread use in state licenses and identity cards of biometric identifiers other than digital photographs and fingerprints is not anticipated.  The United States has also begun to employ biometric identification for foreign visitors under the US-VISIT program.  The US-VISIT program integrates a number of databases of information and requires visitors to supply a digital photograph and be fingerprinted using an inkless fingerprinting system.  Implementation of the program, including its cost-effectiveness and security and privacy protections, has been criticized in a recent report by the Government Accountability Office.


Private sector use of biometric technology is, of course, not subject to either constitutional restrictions or the provisions of the Privacy Act.  With the exception of laws aimed at identity theft and the misuse of personal information in general, which often incorporate biometric identifiers within the scope of protected information and regulation aimed at the improper use of information obtained when private businesses “swipe” driver’s licenses to verify age, there is currently little explicit regulation of the private collection of biometric identifiers.

III.
Data Mining

A.
What is Data Mining?


Data mining is a broad term used to describe the process of automatically searching large volumes of data for patterns, using computational techniques from statistics, machine learning, and pattern recognition.  The term covers a variety of procedures that may include any of the following: 1) classifying data into preexisting categories; 2) clustering data by mapping them into categories created during data analysis and determined by the data; 3) providing a summary of the data, which is useful in a sense that the raw data is not; 4) describing dependencies between variables; 5) finding links between data fields; 6) using regression to predict future values of data; and 7) modeling sequential patterns in the data that may indicate trends.
  Currently, the primary limitations on the ability to accomplish the above tasks result from the ability of the individual or group undertaking the data mining to interpret the results, or from the underlying quality and characteristics of the data, rather than from the underlying technology.
  Importantly, data mining is a statistical analysis which is guided by human choices regarding data collection and interpretation of results and its usefulness and accuracy are thus limited by the availability and selection of relevant data and the bounds of human rationality.
  It is not a panacea and cannot find patterns that are not present in the available data.  Because it is a statistical technique, it is also limited in its predictive power.


Data mining is employed in both the private and public sectors.  Cross-sector use has also received considerable recent attention due to the many instances in which private information-collecting companies (known as data brokers) and other private entities provide information to various government agencies.  A 2004 report from the Government Accountability Office (GAO) examined the data mining activities of 52 executive branch agencies, which encompassed 199 data mining projects.
  One well-known data broker, ChoicePoint, has multimillion-dollar contracts with at least thirty-five federal agencies, including the Internal Revenue Service (IRS) and the FBI.


In the private sector, data mining is used in many industries -- include banking, insurance, medicine and retail -- and for many purposes, including targeted marketing, research, and fraud detection.  The data may be collected directly by a commercial entity or other private party, but often data is purchased from “data brokers” and may be tailored to a specific set of criteria, depending upon the desired application.  Major data brokers include Choicepoint, direct marketing companies and the major credit reporting agencies.
  


Government application of data mining was originally targeted at detecting fraud and waste and improving government program performance.
  Resource allotments based on analysis of crime patterns, prediction of demographic changes, estimation of budget needs, and review of plane crash data are all uses of data mining techniques by the government.
  As is apparent from the number of federal agencies involved with data mining projects in one form or another, the government is becoming increasingly interested in data-mining technologies.  Again referring to the 2004 GAO report, of the 199 data mining projects reported, 122 involve collecting and storing personal information, 54 deal with results of private sector data mining, fourteen focus on analyzing intelligence information and detecting suspected terrorists, and seven of those 14 mined personal information for those purposes.
  Although some of these initiatives were ultimately dropped or modified in response to privacy concerns, major government data mining projects aimed primarily at homeland security and law enforcement concerns have included Total Information Awareness (TIA), Computer Assisted Passenger Prescreening System (CAPPS or CAPPS II), Multistate Anti-Terrorism Information Exchange System (MATRIX), Student Exchange Visitor Information System (SEVIS), U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT), the National Security Entry-Exit Registration System (NSEERS), among others.
  

B.
Privacy Implications of Data Mining


Data mining raises a number of privacy concerns.  These include the potential for identity theft and other improper disclosure and use of personal information when databases aggregating sensitive financial, health, and other personal information are inadequately secured; the potential for “function creep” when data disclosed or collected for one purpose are later used for another purpose -- particularly when data collected in the private sector is transferred to the government; the potential for erroneous and potentially non-transparent decision-making because of errors in databases; the implications for personal autonomy of pervasive “Dataveillance” and targeted marketing; and the potential for discrimination and harassment based on “false positives” resulting from the use of statistical patterns to predict everything from commercial behavior through health problems to criminal propensity.

C.
Legal Regulation of Data Mining


Many countries, including the European Union and Canada, have enacted comprehensive schemes for regulating both private and governmental use of personal information.  In the United States, government use of personal information is regulated most generally by the Fourth Amendment and by the Privacy Act of 1974, but neither of these approaches does much to protect most of the information used in large-scale data mining -- information which has been disclosed to third parties.  While the Privacy Act of 1974 regulates the use of government records, it has numerous exceptions and limited applicability to government use of information that is collected by the large private data aggregators.  Significant public outcry has resulted from particular government programs aimed at large-scale use of personal information for homeland security purposes (most notably the Total Information Awareness program -- renamed Terrorism Information Awareness -- which Congress refused to fund in 2003), resulting in halting, redirection, or revision of some of these programs.  Nonetheless, regulation of government use of personal data that is beyond the reach of the Privacy Act remains a haphazard and shotgun affair.


Regulation of private use of personal information has been even less comprehensive.  United States data privacy law has taken a “sector-specific” approach involving specific statutory approaches to financial information, credit reports, medical and health information, educational information, driver’s license records, and even video rental information.
  At the time of this writing, the House and the Senate have passed somewhat different versions of legislation designed to make it unlawful to acquire, use, or sell an individual's phone information without the individual’s consent and to punish the practice of “pretexting” -- acquiring phone records by impersonating a customer in communications to a telephone company.
  Some states have supplemented the existing federal regulation, but coverage remains spotty and the use of data mining techniques is almost wholly unregulated.  Most commercial collection and use of personal information remains unregulated by the federal government.   


In the past year or two, the most active arena of privacy legislation has undoubtedly been in the area of information security.  A number of well-publicized instances in which large quantities of personal information were stolen, lost, or otherwise inadvertently disseminated led to action at both the state and federal level.  A major breach of security by Choicepoint in early 2005 was uncovered as a result of a California law requiring notification of data security breaches.  In response, twenty-two more states adopted breach notification laws and a number of others are considering such legislation.
  Moreover, the Federal Trade Commission considers inadequate data security as an “unfair” trade practice subject to its jurisdiction under Section 5 of the Federal Trade Commission Act.
  Data breach legislation by Congress may also be in the offing.
  An update on this matter will be provided at the lecture.
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