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Disclaimers and Suggested References: The outline

that follows provides a general overview of retiree

medical benefit VEBAs, with specific focus on the

VEBAs recently proposed by the Big Three U.S.

automakers. The author is by no means an expert on

medical benefit plans or VEBAs. Nor can the author

claim special insight into any aspect of the Big Three

VEBAs. The information in this outline is gleaned

entirely from public sources. For two very practical

references on retiree medical and VEBAs see: (1) the

ABA-JCEB teleconference “Shifting Retiree Health

Benefits from Employers to VEBAs” (December 6,

2007—available in archived teleconf format or CD), in

which Nell Hennessey, Douglas Greenfield, Karen

Handorf and Vicki Hood do a terrific job describing the

background on union retiree medical and the Big Three

VEBAs and (2) Jones Day Commentary—Who Killed

Yard-Man (Apr. 2007), a Jones Day client newsletter
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Outline of Presentation

• The current compliance environment -
penalties for failure to comply

• Creating effective compliance programs -
what the government expects

• When and how to make a voluntary 
disclosure
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The Current Export Control/Trade Sanctions
Compliance Environment

• Increased and aggressive enforcement

In 2004, UBS paid $100 million after it sent dollars to 
Cuba, Iran, Libya and others

In 2005, ABN Amro paid $40 million in connection 
with violations of OFAC regulations involving Libya and 
Iran

ITT case (March 27, 2007) - $100 million penalty 
imposed by the State Department for unlicensed 
exports of night vision equipment and related 
technology, and material omissions in a voluntary 
disclosure

continued →
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The Current Export Control/Trade Sanctions 
Compliance Environment

In June 2008, Boeing agreed to pay DDTC $3 million and 
implement enhanced export compliance procedures to settle 
charges of ITAR violations in connection with approved 
Manufacturing License Agreements and Technical Assistance 
Agreements, even though they did not involve exports to 
unauthorized parties or countries, and the company filed a 
voluntary disclosure and cooperated in the investigation.

In January 2009, Lloyds TSB Bank plc agreed to forfeit $350 
million in connection with violations relating to transactions 
the bank illegally conducted on behalf of customers from 
Iran, Sudan, and other OFAC-sanctioned countries.

continued →
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The Current Export Control/Trade Sanctions
Compliance Environment

In February 2009, DDTC settled charges against 
Analytical Methods, Inc. for 29 violations of the 
International Traffic in Arms Regulations (“ITAR”) for 
$500,000, $400,000 of which was suspended, 
conditioned on it being spent by the company on 
remedial compliance measures.  This penalty was 
imposed notwithstanding the fact that the company 
filed a voluntary disclosure (absent the disclosure, 
additional violations would have been charged and 
more severe penalties would have been pursued).

continued →
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The Current Export Control/Trade Sanctions
Compliance Environment

In May 2009, B.J. Services Company agreed 
to pay an $800,000 civil penalty to the 
Department of Commerce to settle 
allegations of unauthorized exports of 
controlled industrial valves.  The company 
voluntarily disclosed the violations.

In September 2008, 115 persons were added 
to the Commerce Department’s Entity List.
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The Current Export Control/Trade Sanctions
Compliance Environment

In 2008, BIS investigations resulted in the criminal 
convictions of 40 individuals and business for export control 
violations.  Penalties in these cases totalled over $2.7 
million in annual fines, over $800,000 in forfeitures and 
resulted in over 218 months of imprisonment.  In addition, 
50 administrative cases were completed with the 
assessment of over $3.4 million in civil penalties and the 
issuance of nine denial orders.  

A Counter-Proliferation Initiative (being implemented by a 
National Export Control Coordinator) was announced by the 
Justice Department on October 11, 2007.  Iran and China 
were identified as key targets.  The initiative has three 
principal components:

continued →
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The Current Export Control/Trade Sanctions
Compliance Environment

The formation of Counter-Proliferation task forces in US 
Attorneys’ offices around the country, charged with 
enhancing cooperation among agencies, forging 
relationships with industry, and facilitating information 
sharing.

The Justice Department provides specialized training in 
export control violations for field prosecutors.

Enhanced enforcement coordination between the 
Justice, State, and Commerce Departments.  These 
agencies are required to have monthly meetings to work 
together to facilitate export control investigations and 
enforcement.

continued →
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The Current Export Control/Trade Sanctions
Compliance Environment

• Successor liability is now regularly found, even in asset-
only acquisitions

• Appointment of outside compliance monitors as part of 
penalty settlements

• In the last fiscal year, approximately 900 voluntary 
disclosures were filed with DDTC.  This represented an 
increase of about 20% from the previous year, and 
approximately an 80% increase from two years before.  In 
addition, DDTC directed 100 disclosures in the last year.

• Customs has recently issued guidelines for the imposition 
of penalties for violations of the Foreign Trade 
Regulations.
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Penalties for Failure to Comply

• DDTC
Criminal penalties for willful violations of up to $1 million, 
and imprisonment for up to 10 years, per violation.

Civil penalties of up to $500,000, per violation.

In recent publicly reported cases, where civil penalties have 
been imposed under consent agreements, the penalties 
have generally ranged from about $75,000 - $270,000, per 
violation, although there have been some higher and some 
lower amounts.  Single transactions can result in multiple 
violations, including exporting without a required license, 
conspiring to violate the ITAR, aiding and abetting, making 
a false statement or omitting a material fact on a shipping 
document.
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Penalties for Failure to Comply

• DDTC
Penalty amounts tend to be higher when the violator disregards 
DDTC positions, or omits material information in a submission 
to DDTC.  Increased penalties are also likely when a country of 
special concern, e.g., Iran or China is involved in the violation.

Loss of government contracting rights can also result from ITAR 
violations.

Debarment – a bar on participating directly or indirectly in 
ITAR-related trade.  A criminal conviction for ITAR violations 
results in an automatic three year debarment.

Over 90% of DDTC voluntary disclosures have not resulted in 
civil penalties.

continued →
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Some Remediation Characteristics of Recent 
Consent Agreements Settling ITAR Violations

• Allocation of some part of the penalty amount to remediation efforts.

• Appointment of a Special Compliance Official, often from outside the 
company.

• The conduct of periodic compliance audits by outside counsel/auditors, 
with reports to DDTC as to results.

• Legal department oversight of trade compliance activities.

• Institution of a comprehensive export tracking system.

• Increased training.

• Establishment of automated compliance systems.

• Instituting/publicizing an ethics hotline for the reporting of export control 
violations.
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Penalties for Failure to Comply

• BIS

Criminal penalties of up to $1 million and/or 20 years in 
prison, per violation of the Export Administration 
Regulations (“EAR”) may be imposed.

Until March 2006, civil penalties for violations of the EAR 
were $11,000, per violation.

In March 2006, Congress increased the potential penalty to 
$50,000, per violation.

In October 2007, potential civil penalties were increased to 
$250,000, or twice the value of the transaction, whichever 
is greater, per violation.  These increased penalties have a 
potential retroactive impact.

continued →
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Penalties for Failure to Comply

Penalties may get increased to $500,000, per 
violation, when the Export Administration Act 
finally gets renewed.

BIS can also deny U.S. companies that 
violate the EAR the right to export and 
foreign companies the right to receive U.S. 
origin goods, technology or software.

continued →
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Penalties for Failure to Comply

• Foreign Trade Regulations

Criminal penalties of up to $10,000, or imprisonment for up 
to five years, or both, for knowingly failing to file or 
knowingly submitting false or misleading export information 
through the Automated Export System (“AES”)

Civil penalties of up to $1,100, per day of delinquency for 
failure to file, or late filing, of AES records, but not more 
than $10,000, per violation

Civil penalties of up to $10,000, per violation, for the filing 
of false or misleading reports or other AES violations

Property involved in the violations may be subject to 
forfeiture

continued →
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Penalties for Failure to Comply

• OFAC

The criminal/civil penalty history/exposure for most OFAC 
violations is the same as that set forth on the earlier slide for 
EAR violations since they now involve the same authorizing 
statute (the International Emergency Economic Powers Act).  
However, some OFAC sanctions regimes have a different 
penalty structure because they were established under different 
authorizing statutes.

For example, violations of OFAC’s Cuba sanctions regulations 
(whose prohibitions extend to foreign companies owned or 
controlled by U.S. persons) are punishable by civil penalties of 
up to $65,000, per violation.  Violations of the Foreign Narcotics 
Kingpin Sanctions Regulations are subject to civil penalties of 
up to $1,075,000, per violation.

continued →
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Penalties for Failure to Comply

OFAC has issued enforcement guidelines that 
identify how OFAC will determine the amount 
of the penalty.

• Strict liability standards generally apply in the 
civil penalty context.  This means that ignorance 
of the law, or even of the fact that a 
DDTC/BIS/OFAC-related matter is at issue in the 
transaction, will not prevent a finding of liability.
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Creating Effective Compliance Programs –
What the Government Expects
• Undertake a meaningful risk analysis 

• Prepare a formal written compliance procedures manual/program.  The 
manual should assign specific responsibilities to staff, and should cover, 
at a minimum, the following areas:

description of organizational structure
corporate commitment and policy
description of applicable prohibitions
identification, receipt and tracking of ITAR controlled 
items/technical data
restricted/prohibited exports and transfers
reexports/retransfers
recordkeeping and the filing of required reports
international monitoring and activities of foreign affiliates
training for all concerned employees, not just trade compliance 
personnel
procedures for reporting and notification of violations

continued →
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Creating Effective Compliance Programs –
What the Government Expects

• Appoint a responsible individual to be responsible for 
export control/trade sanctions compliance

• Make sure senior management authorizes, and is 
responsible for, overseeing the program

• Make sure the compliance function is fully integrated 
into the company’s business

• Properly classify all exports and screen customers 
and transactions – address “Red Flags”.

continued →
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Creating Effective Compliance Programs –
What the Government Expects

• Undertake corrective actions promptly when 
compliance shortcomings are identified

• Make sure timely export due diligence takes 
place in connection with all mergers and 
acquisitions

• Monitor closely the activities of customs brokers 
and freight forwarders

• Perform periodic self assessments
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The Benefits of Self Assessments

• Identification of compliance weaknesses and risk areas

• Identification of past violations and the opportunity to 
limit penalty exposure by filing voluntary disclosures

• Demonstrate to Commerce, State, and OFAC that the 
company takes its compliance responsibilities seriously.

• A well-run and efficient self-assessment can provide an 
opportunity for frustrated or untrained employees to clear 
the air, understand their roles/responsibilities and provide 
a road map for compliance success.  It can also motivate 
them by showing them that senior management considers 
compliance a priority
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When and How to File A Voluntary Disclosure

When?

• When a company has identified a violation.  Since a voluntary 
disclosure is an admission that a violation has occurred, 
disclosures should not be filed unless it is fairly clear that a 
violation has, in fact, occurred.

• If there may be additional similar violations, one does not need 
to wait until all of them have been definitively identified to make 
the filing.  DDTC and BIS particularly encourage companies to 
file an initial notification and then perfect it with any additional 
information and documentation with respect to possible 
violations in the previous five years.  DDTC requires the 
submission of follow-up information within 60 days of the initial 
notification in order to retain the benefits of voluntary disclosure 
treatment.

continued →
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When and How to File A Voluntary Disclosure

• Make every effort to avoid a “drip, drip, drip” 
voluntary disclosure approach.  Try to make sure 
that all violations get covered in a single perfected 
disclosure.  While DDTC has indicated that it expects 
companies to file disclosures as an indication that 
their internal controls are working, that violations are 
being identified and improvements are being made, 
a government agency that regularly receives multiple 
disclosures from the same company may come to 
the conclusion that the company does not have the 
right compliance procedures in place, or has not 
instituted sufficient corrective actions.

continued →
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When and How to File A Voluntary Disclosure

• If one wants to make additional exports under 
license of the product that was the subject of 
the violation, to the customer who was the 
subject of the violation, disclosure is advisable 
so that the licensing agency cannot take the 
position that the applicant withheld material 
facts in the license application.

• If a company knows or has reason to know of an 
ITAR transaction with a country subject to a 
U.S. arms embargo, e.g., China, it must 
immediately inform DDTC.

continued →
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When and How to File A Voluntary Disclosure

How?

• In writing to the relevant agency

• Truthfully disclose all material facts and parties – see ITT
case

• Identify the violation(s) and provide relevant transaction 
documentation

• Extremely important – identify the corrective actions the 
company has taken/will be taking to insure that the same 
types of violation(s) will not recur

• Review applicable mitigating factors
DC 408552
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