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l. Introduction

The threats of identity theft and terrorism — and society’s response to
these threats — have galvanized our need to find workable tools for infor-
mation privacy and security. Government and consumers are demanding
that public and private databases be leveraged for identity verification and
possible profiling of security threats, and many companies today must
comply with complex requirements that they analyze and disclose per-
sonal data to the government under the USA Patriot Act and other home-
land security laws. At the same time, concerns about identity theft are
driving a multitude of state and federal laws, many of which seek to man-
date security levels, restrict information flows and permit consumers to
block access to personal data. Yet consumers continue to demand conve-
nient access to credit and increasingly faster, more personalized customer
service, all of which necessitates broad customer relationship manage-
ment solutions and robust data use as well.

Informed discussions about privacy and security today must consider
all of the issues related to the use of technology and information for
authentication, authorization, profiling, and security. Tensions exist
between the needs of privacy and as well as with the needs that companies
and consumers have with respect to speed and efficiency of business
transactions.

The ability to collect and use personal information is essential to our
information services economy. Businesses rely on information collected
from prospective and existing customers, suppliers, and government agen-
cies to further many legitimate commercial purposes - and the ability to
supplement and enhance the data with both experiential and third-party
information is essential. These datasets are the infrastructure of our per-
sonalized, CRM-driven systems, and the information is used to promote
business, target and improve products and services, collect debts, screen
customers and employees, and prevent fraud and other crimes. These
datasets are also shared with a multitude of data processors, outsourced
service providers, affiliates, business partners and government agencies.
However, given the proliferation of technologies which permit the storage
and manipulation of vast quantities of personal data, and the ever-growing
threat of identity theft, individuals, privacy advocates, and policy makers
are concerned about the potential for misuse of information.

Information industry companies are generally sensitive to the value
and harm generated from their products and data bases. However, many
information-dependent companies struggle to understand and quantify the
harms related to the actual or perceived loss of privacy or security by cus-
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tomers. Privacy and security are often not even defined in a way that
anticipates consumer concerns and objections. Security is objective, limit-
ing access of information to authorized users and processes. Privacy is
subjective, the use of information in ways that are appropriate, given the
context.

Because privacy is subjective, even the sensitivity of the personal data
collected is oftentimes not definitive. Intellectually, it is reasonable to
assert that it is a greater privacy violation to reveal confidential or embar-
rassing information about an individual than it is to reveal publicly-known
facts about the individual. However, many individuals believe that they
have a privacy interest in public record information about themselves as
well as in their names and addresses. In addition, the use of any data for
targeted marketing purposes without adequate disclosure is almost always
perceived as a privacy violation by individuals. Additionally, a security
breach, such as inappropriate disclosure of information or an identity theft
incident, is also perceived by consumers as a privacy issue. The bottom
line: privacy violations are whatever individuals think they are.

Il. Managing the Four Privacy & Security Risks

Historically, information industry and information-dependent companies
have not needed to consider the societal implications of their products.
New technologies have permitted companies to increase wealth by deliv-
ering better products in a smarter, more targeted manner. However, many
of these new technologies have also raised privacy and security concerns.
For example, one company’s attempt to build smart fraud prevention
products to enable businesses to verify presenters of checks (and to deter
ID theft) using photographic identification became a political and social
firestorm when consumers discovered that the company was attempting to
buy digitized copies of the photos on state driver’s license records. Con-
sumers and policy-makers were not persuaded that the fraud prevention
potential of the product outweighed the loss of privacy that motorists
would experience if their photos were available to private businesses.

There are four risks that every organization must manage around infor-
mation use, and the most effective organizations manage all of these risks
in a holistic manner. These risks are:

1. Legal Compliance - The company must comply with all applicable
laws, state, federal and international laws regarding its use of infor-
mation. These include traditional privacy and data protection laws as
well as new security standards and all of the laws regulating adver-
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tising, government reporting, and all other laws that touch informa-
tion. The company must also comply with its contractual
commitments.

2. Reputation - The company must protect its reputation as a trusted
institution with respected brands. The company must also protect all
of its relationships with its non-consumer stakeholders, including its
employees, independent agents, brokers or dealers, investors, ven-
dors, regulators and business partners. The company must under-
stand the nuances of consumer, media and government relations.

3. Investment - The company must receive the proper return on the
investments that are made in communications and information tech-
nology, including CRM systems and other data management tech-
nology. If the company invests in businesses, products or corporate
initiatives that are information-dependent, the company must under-
stand the ROI needs for these endeavors as well. The company must
understand the real revenue implications of its corporate information
assets.

4. Reticence - The company must use information as robustly as its
competitors; it must use information to retain, add and up-sell cus-
tomers by delivering the right offer at the right time to the right indi-
viduals. Appropriate corporate growth, leveraging the company’s
informational assets, is essential to success.

Balancing these four risks requires tradeoffs to be made. One can min-
imize legal compliance and reputational risks by using information only
in the most conservative ways, but this strategy creates too much reticence
risk. If a company is meek, it leaves too much money on the proverbial
table because of opportunities that are not taken. It does not provide inves-
tors or employees with appropriate growth, and it is not successful in the
long term.

The same tradeoffs exist on the security side. A company can require
multiple authentication steps to help ensure that it knows its customers. If
these added steps increase the transaction times, however, the customer
may reject the transaction in favor of a more efficient vendor. Similarly,
consumers may be comfortable being asked to show a photo id to com-
plete a credit transaction, but they may balk at a request for biometric
identity confirmation, such as fingerprint. They may believe that the
added security is too invasive of their privacy.
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The task of finding the right balance for an organization is typically
given to a chief privacy office or other privacy manager. Effective CPOs
rely on a combination of good instincts and sound processes to achieve
the right risk balance. For example, an effective CPO will rely on pro-
cesses to ensure that proposed data uses are consistent with legal require-
ments and expectations. They weigh investment plans against the
probability of future changed expectations. They then build consensus
around the results of the processes, offering solutions that meet corporate
goals in a manner consistent with the corporate culture.

lll. A Sensible Approach to Fair Information Practices

The secret for information industry and information-dependent compa-
nies is to develop balanced information management programs. This pro-
gram serves as a framework that enables companies to achieve a variety of
information policy goals ranging from development of privacy and secu-
rity policies to compliance with U.S. or international data protection laws.
It also provides a foundation for achieving other company goals, such as
guiding marketing programs and enabling the company to anticipate busi-
ness threats, the requirements of new laws, and consumer and policy-
maker concerns.

Our experience shows that most companies have developed a number
of privacy and security policies, but the polices are typically created in an
ad hoc or as needed manner — for example, most companies have an “pri-
vacy policy” on their websites or a formal program to comply with the
HIPAA requirements for the employee health plan. This approach solves
short term problems, but does not provide the company with the holistic
benefits that a formal information management program can offer.

We recommend that each organization develop a list of specific infor-
mation policy objectives, then create a holistic, enterprise-wide set of
business/policy standards and tools that enable the company to realize the
defined objectives. This approach allows the company to generate value
for the company from personal information while maintaining as much
flexibility within the organization for use and distribution of data as is
needed for the company to achieve both short and long term business
goals. This approach also allows the company to make more informed
decisions about the potential risks and returns on its investments in infra-
structure technologies that facilitate communication, information man-
agement and customer relationship management. Most importantly, this
approach allows the company to articulate its information policy values
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and link these values to the ultimate corporate goal of building trust with
company stakeholders.

By imposing a formal process approach on procedure development,
companies can preserve business flexibility and maximize the success of
the information management program. This approach also helps compa-
nies anticipate future changes both in the regulatory environment and in
their business needs. Additionally, by considering all of the issues related
to the data collected and used by the company, the company is well-posi-
tioned to leverage its program to build consumer and business partner
trust. Many companies are discovering that they can gain real top and bot-
tom-line revenue advantages by being good corporate citizens who are
privacy-sensitive and who can intelligently address any questions about
their information management practices.

IV. Essential Elements of an Information Management Program

Both risk management and good corporate citizenship require that organi-
zations develop policies for the appropriate collection and use of personal
information. Depending on the organization’s business, these polices may
include such things as maintaining opt out lists for direct marketing,
developing appropriate security for customer financial or medical records,
executing proper contracts to authorize international data flows, or pub-
lishing an online privacy notice if data is collected over the Internet.

Corporate privacy leaders must assist their organizations in thinking
about privacy policy development in a formal, objective way, meeting pol-
icy goals as well as preserving business flexibility. Privacy executives
must also understand and anticipate future changes both in the regulatory
environment and in their companies’ business needs. To achieve these
objectives, companies should consider four distinct tasks.

PHASE 1: DISCOVER

Before you can begin to draft a privacy policy, you must first consider
the company’s informational goals and corporate culture. What laws regu-
late the company’s collection or use of information? Does the company
want to be able to use information as aggressively as possible? Does the
company want to limit its use of information to try to achieve a competi-
tive advantage as a privacy-sensitive leader? Does the company’s execu-
tive management or shareholders have privacy issues that should be
considered? How do the company’s information policy objectives mesh
with those of its competitors, customers and business partners? The
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answers to these questions, can begin to help an organization define its
core information policy goals. These goals serve as the foundation upon
which the company’s polices are built.

In addition to the myriad of state, federal and international laws that
regulate the collection, use and/or disclosure of personal information,
many industry groups have promulgated self-regulatory guidelines, some
of which are mandatory for members of the specific industry group. For
example, the Direct Marketing Association requires its members to com-
ply with the provisions of the DMA’s Privacy Promise. Other “manda-
tory” codes of fair information practices have been adopted by the
Software and Information Industry Association, the Online Privacy Alli-
ance, and the online seal providers TrustE and BBBOnline.

In the world of e-commerce, the Federal Trade Commission has been
actively and aggressively pursing companies that post privacy policies and
then do not comply with their posted policy. The FTC initiates these
actions under Section 5 of the Federal Trade Commission Act, which pro-
hibits unfair and deceptive trade practices. Similarly, several of the state
Attorneys General have initiated enforcement activities against companies
that breach promises made to consumers in privacy policies. Accordingly,
it is essential that, to the extent you advise your company on privacy poli-
cies, you make it clear to your management team that failure to comply
with your posted privacy policies is a deceptive trade practice actionable
by the FTC and other state and federal authorities.

In order to provide useful advice to your organization regarding pri-
vacy, it is essential that you understand all of the company’s actual prac-
tices with regard to personal data as well as what its goals are with respect
to the use of the personal data that it has collected. The success of this
exercise hinges on asking the right people the right questions. The suc-
cessful policy leader forges honest and open relationships with individu-
als in all departments and at all levels. For example, the policy leader
should have regular dialogue with the individuals responsible for legal
compliance, customer service, marketing, IT, and sales to determine if the
company’s current practices (and future goals) are clearly understood.
The leader should also communicate regularly with the individuals who
implement the policies and procedures to help ensure that the polices are
properly adopted and that the polices address all of the questions that
company personnel face.
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PHASE 2: BUILD

Once you understand your company’s current practices and goals, you
can help your company find the best way to address consumer expecta-
tions while meeting its business goals. By undertaking a formal balancing
exercise, a company can realize its information policy objectives while
maintaining flexibility within its organization for use and distribution of
data as is needed for the company to achieve both short and long term
business goals.

Additionally, by considering all of the issues related to the data col-
lected and used by the company, the company will be well-positioned to
leverage its program to build consumer and business partner trust.

PHASE 3: COMMUNICATE

Once your company has developed and implemented an information
management program, it is essential that you communicate the elements
of the program to internal and external audiences. Internal audiences must
be trained on the procedures and processes that are established, and indi-
viduals must be accountable for complying with the company’s program.
More importantly, the company’s information policy values need to be
shared with all company decision-makers and consumer-facing employ-
ees, so that they are able to use these values to shape the messages given
to the company’s customers and other stakeholders.

Consumer education is also critical. The primary goal of a written pri-
vacy statement is to educate_consumers honestly about the actual practices
of the company. The policy must accurately reflect the company’s prac-
tices, and it must not mislead consumers, even by omission. A secondary
goal of the privacy statement is to provide a basis for accountability of the
organization with respect to its practices. We recommend that companies
adopt a layered privacy notice approach - placing a template-based, stan-
dardized form privacy notice on top of a longer, more detailed statement
of privacy and security practices. For a copy of the template and user’s
guide developed by the Center for Information Policy Leadership’s Short
Notices Program, please visit www.policyleaders.com.

With regard to all privacy statements, there is a good deal of consensus
as to what types of organizational practices that a privacy policy must
address. At minimum, a privacy statement must include a clear notice as
to what data is being collected by the organization and notice as to the
intended uses and recipients of the data. Additionally, companies should
inform consumers about what choices (if any) that the individual has with
respect to the intended uses of the data. If the data is to be used for direct
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marketing purposes or is otherwise shared with non-affiliated companies,
companies are generally expected to offer individuals the ability to opt out
of having the data used in these ways. Finally, the notice should include
contact information for the company.

PHASE 4: EVOLVE

Finally, in order to help ensure continued compliance with the com-
pany’s polices and procedures (and to help anticipate when revisions to
the polices are needed), each company should initiate an ongoing educa-
tion-affirmation cycle. To do this, the company would define and imple-
ment a schedule of periodic reviews of the policies, complete with
employee training, and legislative monitoring (and advocacy, if appropri-
ate). The goals of the education-affirmation cycle are to verify compliance
with your company’s published procedures and to position the company
to proactively respond to any problematic legislative proposals and/or
media events with education.

V. Conclusions

Policy leaders must assist their organizations in thinking about privacy
and security policy development in a formal, objective way, striving to
help the company meet policy goals as well as to preserve business flexi-
bility. Successful policy leaders must also understand and anticipate
future changes both in the regulatory environment and in their companies’
business needs. In order to do this, policy leaders must be conversant in
all of the business, legal, economic, social and political factors that may
be relevant to the company’s situation.

By imposing a formal process approach on procedure development,
companies can maximize the success of the information management pro-
gram because the structure of the program will permit the companies to
anticipate future changes both in the regulatory environment and in their
business needs. Additionally, a company can use a well-designed infor-
mation policy program to develop consumer and business partner trust,
and to make better investment decisions about technology infrastructure
investments, resulting in top and bottom-line revenue advantages for the
organization.
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For more information on the Hunton & Williams privacy and informa-
tion management practice solutions, the Center for Information Policy
Leadership, or our Short Notices or Authentication programs, please con-
tact Peggy Eisenhauer at (404) 888-4128 or via email to peisen-
hauer @ hunton.com or visit our website, www.policyleaders.com.
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