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How to Audit a Company’s Compliance Program

After all the hard work to adopt a code of conduct and appropriate policies, implement a compliance training program, and conduct compliance risk assessments, one could hardly fault the Chief Compliance Officer for wanting to pause before tackling the next issue.  However, that break is not to come just yet, as an effective compliance program must also include auditing and monitoring of the program execution.  The Federal Sentencing Guidelines and Sarbanes-Oxley Act require it, and the board of directors and the Department of Justice expect it.

The Federal Sentencing Guidelines outline the elements of an effective compliance program, one of which is to include auditing as part of the overall compliance program.  The Guidelines state that the organization must “take reasonable steps . . . to ensure that the organization’s compliance and ethics program is followed, including monitoring and auditing to detect criminal conduct [and] to evaluate periodically the effectiveness of the organization’s compliance and ethics program.”
  

Similarly, section 404 of the Sarbanes-Oxley Act requires companies to evaluate the effectiveness of the internal control environment using a suitable framework.
  The firm’s external auditors will expect the company to audit the components of the compliance control network along with financial and operational controls.

The board of directors will also expect the company to audit the effectiveness of the compliance program.  The Supreme Court of Delaware recently approve the Caremark
 standard, holding that directors will face civil liability for failure to exercise appropriate oversight of an organization only when “(a) the directors utterly failed to implement any reporting or information system or controls; or (b) having implemented such a system or controls, consciously failed to monitor or oversee its operation.”
  The board will expect management to be able to report, based on objective testing, that the compliance program controls are working as designed.

Finally, should a company find itself in the unenviable position of being the subject of federal investigation, one of the factors, among many, that the Department of Justice will consider in determining whether to prosecute the organization is whether the organization audited its compliance program.  The recently published McNulty Memorandum on the Principles of Federal Prosecution of Business Organizations, citing the Caremark decision, provides the following guidance:

In evaluating compliance programs, prosecutors may consider whether the corporation has established corporate governance mechanisms that can effectively detect and prevent misconduct.  For example . . . are internal audit functions conducted as a level sufficient to ensure their independence and accuracy. . . .

For all these reasons – because the Federal Sentencing Guidelines and the Sarbanes-Oxley Act require having an audit program as part of an effective compliance program and because the Justice Department and your board of directors expect it – auditing must be part of the compliance control framework.  But what should the audit component of an organization’s compliance program include?

The Audit Program

1. The Scope of the Audit Program

To ensure complete coverage, the audit component of the compliance program should include testing of the firm’s compliance with specific legal requirements and its own internal compliance policies and procedures, as well as assessment of the adequacy of the compliance program itself.  If the firm has conducted comprehensive risk assessments, the most significant compliance risks should have been identified and appropriate controls implemented.  These assessments should provide a detailed road map of where to focus testing resources, as well as providing information about the company policies and procedures that should be followed in business operations.  

If the firm has not conducted risk assessments, then the audit planning should start with the company code of conduct and compliance policies to identify the risk areas to target.  Other factors to consider in designing the audit program include the firm’s industry, the size of the organization, the geographic locations of operations, recent regulatory focus and litigation, and employee and/or customer complaints.


The audit program should also assess the sufficiency and effectiveness of the compliance program itself.  The starting point here should be the Federal Sentencing Guidelines.  

· Does the compliance program contain all the required elements?

· What has been the firm’s history with fines, litigation and regulatory enforcement?

· What do operational audit reports reflect with respect to compliance with internal process?

2. The Objectives of the Audit

Before initiating any compliance audits, one should identify the expected and acceptable levels of performance.  It is unrealistic to expect even the most effective compliance program to prevent or detect all compliance issues.  Indeed, even the Department of Justice recognizes “that no compliance program can ever prevent all criminal activity by a corporation’s employees.”
  

So what is an acceptable level of performance?  Of course, the answer depends on the subject area being tested.  A five percent error rate may be acceptable in assessing whether required disclosures were provided timely in all customer transactions whereas any incidence of price-fixing would be unacceptable.  

3. The Audit Time Frame

There are two components of time frame to consider: how soon after implementation or remediation should audit testing occur and activity from what time period will be assessed?  With respect to the first consideration, it is important to allow sufficient time after implementation of new process and/or training for employees to adapt and for the business operation to be running smoothly.  As a rule of thumb, audit testing probably should not be conducted sooner than 120 days after implementation. The 120-day rule applies with equal force with respect to follow-up reviews conducted after an unsatisfactory audit.

The second aspect to determine is the appropriate time span from which to draw the audit sample for testing.  The ending date for the sample should be as close to the test date as reasonably possible to identify recent transactions (or at least transactions that have occurred after implementation of any management actions.). 

4. Who should perform the audit?
Frankly, there are a number of different types of resources that can be used to perform compliance audits:  internal and external resources, as well as different subject matter specialists.  The two most important factors to consider in deciding among the various professional resources are independence and expertise. In general, accountants or auditors should be preferred for transactional testing, whereas subject matter specialists, e.g., lawyers, consultants or environmental engineers, are more appropriate for operational reviews in areas requiring specialized knowledge.  In both cases, the reviewers must have some independence from the underlying process or function.  For example, it is perfectly appropriate to have staff in the compliance department audit business compliance with operational procedures, but they should not assess the adequacy of the compliance program itself.  For that, the company would be well-advised to retain external lawyers or consultants with subject matter expertise to maintain the independent integrity of the review.

5. How should the audits be conducted?


If the audit involves transactional testing, one must decide whether to use a judgmental or statistical sampling methodology.  The advantage of statistical sampling is that it permits one to draw inferences about the compliance rate of the entire population from the results of the sample population.  The results of judgmental sampling, on the other hand, cannot be projected to the entire population, but the incidence of exceptions in the sample may indicate areas for further review.  An example of a statistical sampling approach is included in the Appendix to this article.


Regardless of the sampling methodology used, it is always appropriate to consider using interviews and questionnaires to obtain additional information from employees.  Those tools may help identify areas of management or employee concern, as well as highlight perceived weaknesses or strengths of the compliance program.


Another important consideration is what types of business records to create as part of the audit program.  To have audit results with any integrity, the methodology must be subject to repetition and the analysis subject to scrutiny.  Accordingly, audit work papers should be created to document the audit process and maintained for an appropriate period of time to be subject to review by management, the board or by regulatory agencies, as applicable.


In some circumstances it will also be appropriate to generate a written report of the audit results.  As these reports may be subject to discovery, the decision whether to write a report should be made with careful deliberation, before commencement of the review. 
  


Written reports of audit results can provide a detailed road map of gaps and/or problems in a company’s compliance program.  To the extent practicable, the report should contain a factual description of the review process and results, with no conjecture or speculation.  If the report contains a rating, e.g., satisfactory, unsatisfactory or needs improvement, the standards for each rating level should be established in advance.
  The report should also contain management’s response to identified issues, with action plans and deliverable due dates.  Completion of action items should be tracked and re-testing performed no sooner than 120 days after implementation to avoid the unpleasant situation of having identified an issue and having failed to correct it.


A sample compliance audit report is included in the Appendix to this article.

6. Reporting Audit Results.

Whether reported in writing or orally, the audit results should be communicated to some or all of the following interested constituencies: local management, business unit and/or corporate senior management, and/or the board of directors.  Written reports should include management’s response, action plans and due dates.  Execution of the deliverables should be tracked, with follow up validation of completion, as well as re-evaluation of the effectiveness of the remedial action.  


The audit results objectively demonstrate either the effectiveness of the compliance program or the gaps and flaws in the program.  Either way, they provide valuable information for management to use in continuously improving its compliance program.

Protecting Audit Results from Disclosure


It is important from the outset of design of the audit program to try to preserve whatever privileges may be applicable to protect the work papers and/or reports from disclosure.  The attorney-client privilege, the work product doctrine and the self-evaluative privilege should be considered and asserted, if applicable.

1. Attorney-Client Privilege


The attorney-client privilege generally protects communications between a lawyer and the client for purposes of enabling the lawyer to render legal advice.  As either in-house lawyers or outside counsel may be called upon to perform compliance audits, one should determine whether this privilege applies.  The attorney-client privilege was defined in United States v. United Shoe Mach. Corp., 89 F. Supp. 357, 358-59 (D. Mass. 1950), in an oft-cited passage:

The privilege applies only if (1) the asserted holder if the privilege is or sought to become a client; (2) the person to whom the communication was made (a) is a member of the bar of a court, or his subordinate and (b) in connection with this communication is acting as a lawyer; (3) the communication related to a fact of which the attorney was informed (a) by his client (b) without the presence of strangers (c) for the purpose of securing primarily either (i) an opinion on law or (ii) legal services or (iii) assistance in some legal proceeding, and not (d) for the purpose of committing a crime or tort; and (4) the privilege has been claimed and (b) not waived by the client.

Accordingly, to determine whether it is appropriate to assert attorney-client privilege with respect to a specific compliance audit or the entire audit program, the lawyer or the lawyer’s agent must perform the audit to obtain information for the purpose of providing legal advice or assistance.  Importantly, the underlying information itself is not subject to the privilege.  

[T]he protection of the privilege extends only to communications and not to facts.  A fact is one thing and a communication concerning the fact is an entirely different thing.  The client cannot be compelled to answer the question, “What did you say or write to the attorney?” but may not refuse to disclose any relevant fact within his knowledge merely because he incorporated a statement of such fact into his communication to his attorney.

Upjohn Co .v. United States¸449 U.S. 383, 395-96 (1981) (quoting Philadelphia v. Westinghouse Elec. Co., 205 F. Supp. 830, 831 (E.D. Pa. 1962)).

2. Work Product Doctrine


The work product doctrine may provide another basis to protect the confidentiality of materials generated in an audit.  The doctrine, however, applies only to materials created by the lawyer in anticipation of litigation.   For materials to be prepared “in anticipation of litigation,” the prospect of litigation must be identifiable and anticipation of litigation must be the “primary motivating factor” in conducting the audit.  Garrett v. Metropolitan Life Ins. Co, ___ F. Supp. ___, ___ (S.D.N.Y. 1996).  Where applicable, the doctrine also covers material prepared by non-lawyers assisting lawyers.  United States v. Nobles, 422 U.S. 225, 238-39 (1975).

3. Self-Evaluative Privilege


While some courts have acknowledged a “self-evaluative” or “self-critical” privilege, it has not yet received broad acceptance.  The privilege seeks to encourage “self-improvement through uninhibited self-analysis and evaluation.”
  Proponents of the privilege argue that “disclosure of documents reflecting candid self-examinations will deter or suppress socially useful investigations and evaluations or compliance with the law or with professional standards.”
  To qualify for the privilege, the company must satisfy three hurdles:

· the information must result from a critical self-analysis undertaken by the company; 
· there must be a strong public policy interest in preserving the free flow of the type of information sought to be protected; and
· the flow of this information would likely be curtailed if the information was not protected from disclosure.

Note, however, that not all courts have recognized the privilege when asserted,
 and even when accepted, it applies only to the analysis and recommendations resulting from the self-analysis and not to the underlying factual information.

Conclusion

Because the work papers and written reports created as part of a compliance audit may not be subject to privilege, due care should be given to report factual information accurately and without editorial comment.  The reviewer should analyze the data, draw reasonable inferences there from and offer recommendations for improvement.  Importantly, management responses should be included in the report, and appropriate follow up tracking, reporting and re-testing should occur to avoid the potentially damaging effect of an adverse audit result without appropriate and successful remedial action.
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